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Abstract 

A successful strategy for comprehensive data processing and storage is cloud computing. Nevertheless, in cloud 
environments maintaining confidentiality for critical data remains one of the biggest concerns for end-users as well as 
service providers. Homomorphic encryption has been proved to be one of the efficient techniques to handle the data 
securely in cloud while keeping the data secret. The importance of privacy preserving encryption in cloud computing 
environments is discussed in this paper to justify the significance of these protocols within the IT Industry that has 
evolved through the availability of elastic, on-demand resources. This paper presents an overview of privacy-preserving 
encryption techniques that enhance data security in cloud computing. We explore various encryption methodologies, 
including Symmetric, Asymmetric, and homomorphic encryption, as well as Encryption Protocols like SMPC, ZKPs, PRE 
and Functional Encryption. These protocols ensure data confidentiality and regulatory compliance while addressing the 
challenges of maintaining data utility and minimising exposure risks. By proposing a comprehensive framework that 
integrates these techniques, we aim to provide a robust solution for safeguarding data privacy in cloud environments, 
ultimately fostering trust and confidence in cloud services. However, as cloud adoption continues to grow, optimising 
these encryption protocols for computational efficiency and adaptability remains essential to achieving seamless, 
secure cloud operations across industries. 

Keywords: Cloud computing; Data Security; Encryption techniques; Community cloud; Symmetric and Asymmetric 
Encryption  

1. Introduction

Cloud computing is a well-known technology that is expected to boost the efficiency of the IT business. Because of the 
many issues with earlier technologies, cloud computing plays a crucial part in IT-enabled concepts. Following cloud 
computing's development [1][2]. The ability to access a wide range of scalable computing resources online whenever 
needed is a revolutionary transformation in the way data is managed, processed, and stored [3][4]. The several service 
models that make up this technology—including IaaS, PaaS, and SaaS—are designed to meet the varying demands of 
organisations when it comes to scalability and flexibility[5][6][7]. Elasticity, cost effectiveness, and low IT maintenance 
requirements are only a few of the advantages that have prompted broad adoption [8]. However, these benefits come 
with trade-offs in control and security, necessitating a re-evaluation of traditional security practices to suit the unique, 
distributed nature of cloud environments[9][10]. Figure 1 depicts the characteristics of cloud computing that are 
explained in the above and the below part. 
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Figure 1 Elements of Cloud Computing 

The cloud computing infrastructure uses four primary deployment types and three service models, which are explained 
below[11]. 

 Service Models 

o Software as a Service (SaaS): The SaaS paradigm is a way to distribute software programs via web-based 
subscription services. Without the need for local installation or maintenance, users may access the program 
from any device with an internet connection. 

o Platform as a Service (PaaS): PaaS allows developers to build, release, and manage programs in the cloud 
without being concerned with the underlying technology.  

o Infrastructure as a Service (IaaS): IaaS provides cloud-based, virtualised server, storage, and networking 
capabilities. Instead of buying expensive hardware, users may rent these resources as needed, giving them 
more leeway and scalability when it comes to managing workloads and operating applications. 

 Deployment models 

o Public Cloud: A cloud environment that is publicly accessible and manageable by an enterprise or third-party 
cloud service provider is represented by a cloud infrastructure in this paradigm[11].  

o Private Cloud: Private organisations are responsible for managing and running this type of infrastructure. A 
primary objective of a cloud model is to maintain a constant level of privacy and security.  

o Community Cloud: This type of architecture shares infrastructure among enterprises or communities that 
have similar objectives and visions, such as security and jurisdiction. Enterprises and external parties can 
handle these services[7].  

o Hybrid Cloud: This kind of deployment model blends two or more cloud models; each is linked but remains 
distinct. 

Protecting sensitive data from cyber threats, breaches, and unauthorised access requires ensuring data security in cloud 
computing [12]. This includes enforcing data confidentiality, integrity, and availability through encryption, secure APIs, 
and multi-layered authentication methods[13][14][15]. Since cloud data is frequently processed on shared, third-party 
infrastructure, the risks are compounded by potential data breaches, account hijacking, and malicious insider 
access[16][17]. With increasing regulatory pressure, it has become crucial for cloud service providers to implement 
advanced security protocols that not only protect data but also offer transparency and control to the end-users[18]. 

The core architecture of the cloud, where shared storage and multi-tenancy make managing data access more difficult, 
gives rise to privacy problems in cloud computing [19][20] Issues such as data location transparency, cross-border data 
transfers, and compliance with data protection regulations challenge organisations aiming to safeguard personal 
information[21][20]. Privacy risks are further amplified by the evolving nature of cloud services, with research 
suggesting that adaptive privacy measures must be incorporated. Frameworks like STRIDE, used for systematic threat 
assessment, help classify and mitigate cloud vulnerabilities. Despite such frameworks, the need remains for advanced, 
scalable privacy solutions that can adapt to the cloud’s dynamic, open environment[22]. 

1.1. Structure of the paper  

The study is structured as follows: Section II introduces the conceptual framework for privacy-preserving encryption 
techniques in cloud computing. Section III outlines key principles of these methods, including data confidentiality and 
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regulatory compliance. Section IV explores encryption's role in securing cloud data. Section V reviews types of 
encryption techniques like symmetric and homomorphic encryption. Conclusions and suggestions for further study are 
finally presented in Section VI. 

2. Privacy-Preserving Encryption: An Overview 

Privacy-preserving encryption is a security approach that means the data will be encrypted to ensure that it is secret, 
whether in transit or when in the process or stored in unsecured areas like the cloud. This encryption technique 
provides an opportunity to manipulate data while excluding third parties from its content, combining data utility and 
security. Several approaches exist in privacy-preserving encryption, including homomorphic encryption[18][19], 
where computation is conducted on the encrypted data without decryption and secure multi-party computation, where 
multiple parties compute results without disclosing the underlying data. These methods meet the requirements of both 
data utility and security, so common in regulatory requirements, and only allow access to data by authorised users or 
systems for authorised computation[23]. Figure 2 shows the Data Privacy Protection Mechanisms in Cloud. 

 

Figure 2 Data Privacy Protection Mechanisms in Cloud 

Also, ensuring each participant’s data confidentiality, secure multi-party computing allows numerous participants to 
compute a function of their data inputs. It is helpful for business applications in cloud environments wherein the groups 
need to merge data from numerous sources while preserving privacy. Taken together, these privacy-preserving 
techniques directly meet both the data utility and security requirements that organisations need to meet in order to 
adhere to strict data protection rules such as GDPR, whereby the data must always be kept private while at the same 
time being usable only by authorised personnel[24]. 

2.1. Key Principles of Privacy-Preserving Encryption  

There are several principles of privacy-preserving encryption which make data processing more secure and sensitive 
data is not disclosed. It makes a number of guarantees on behalf of data privacy and use, particularly in areas such as 
the cloud and multiparty settings. 

2.1.1. Data Confidentiality through Encrypted Processing 

There are several principles of privacy-preserving encryption which make data processing more secure and sensitive 
data is not disclosed. These principles assure the privacy and usage of the data in various settings, such as in cloud 
environments as well as in different multi-party projects [25][26]. The method that can be used is homomorphic 
encryption and the like so that analysis can be done right on encrypted data without decrypting it, thus maintaining 
data authenticity. Cloud computing and similar applications rely on this concept heavily since it ensures that only 
authorised organisations may access encrypted data stored on third-party infrastructure [27]. 

2.1.2. Data Minimization and Access Control 

The way that privacy-preserving encryption works meets the principle of data minimisation; data is only collected and 
processed when it is necessary to do so and is otherwise kept confidential. Secure multi-party computation (SMPC) 
supports this by allowing multiple entities to compute functions on them without exchanging the raw data hence 
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limiting data exposure [28][29]. This principle is very crucial in fields like health and economics, where data contains 
elements that have to be shared between organisations but should not reveal the details of the concerned data[30]. 

2.1.3. Compliance with Data Protection Regulations 

Privacy-preserving encryption complements and sustains legislation such as the GDPR or HIPAA that dictate what kind 
of encryption technologies should be deployed to meet legal demands of data privacy and security[31][32]. This 
principle requires that user rights to privacy and protection of data are upheld through encryption protocols being 
implemented [33][34]. For example, the technique of methods such as attribute-based encryption, grants very specific 
access to data to specific people without compromising on the general security of the data. 

2.1.4. Scalability and Efficiency in Encryption Mechanisms 

Scalability is another big principle, or rather, potential capacity of protection, allowing for use of data protection 
techniques when dealing with large amounts of data and computationally extensive analyses [35][36]. Complex and 
optimised homomorphic encryption methods, as well as lightweight SMPC methods, let input data be processed and 
analysed in real-time, which is crucial to many cloud-based applications and services. 

2.2. Role of Encryption in Cloud Data Security 

Encryption of data is required in cloud environment because the data is typically transformed, retrieved, and 
transmitted across numerous computers and networks [37][38]. In cloud computing, encryption is vital in minimising 
vulnerability to unauthorised access and other compromising of data confidentiality because of its federated and 
multitenant architecture [39][40]. 

 Encryption as a Foundational Security Measure: Encryption is the way to keep breaches and unauthorised 
access away from the data which is stored in the cloud. 

 Protection on Third-Party Infrastructure: Encryption protects data that is located on the servers of the cloud 
providers on behalf of the customers in multi-tenant arrangements. 

 Role of Decryption Keys: Data confidentiality across platforms is maintained by ensuring that only an 
authorised user with the decryption key, used to decrypt the encrypted data may access the data. 

 End-to-End Data Protection: Encryption gives data security in many modes: at rest; when being transported 
for use at a remote location; and at use; making cloud data security a holistic approach. 

 Secure Data Lifecycle Management: Security of data is ensured from the time data is stored in cloud servers, 
when it is being transmitted in the network. 

 Encrypted Data Processing: New methods like homomorphic encryption made it possible for data to be used 
and actually be computed on in an encrypted form thus being rid of the need for it to be unencrypted during 
computation. 

 Utility for Regulated Information: The necessity of protection based on encryption present for industries to 
handle sensitive data for finance and personal health result in compliance with regulations. 

 Fine-Grained Access Control: Encryption facilitates role-based access control, making it possible for 
providers of cloud services to limit data decryption, and processing to only individuals within their line of 
authority. 

 Attribute-Based Encryption for Compliance: Algorithms such as attribute-based encryption restrict access 
to data on the basis of user attributes and thus will help to meet legal requirements such as GDPR and HIPAA. 

 Controlled Data Access: Customized security of access helps in reducing cases of access by unauthorised 
personnel thus making data stored in cloud accessible only to allowed users in specific environments. 

3. Types of Encryption Techniques in Cloud Computing  

Cloud computing requires encryption methods to help achieve confidentiality, accessibility, and data integrity. These 
techniques prevent data leakage while at rest and in transfer, allowing users to manage their data in shared or external 
spaces. Below are some primary encryption techniques widely used in cloud computing. 

3.1. Symmetric Encryption 

The two parties involved in a secure communication utilise the same key in symmetric encryption, which is also called 
private key cryptography. Such encryption or decryption of data cannot be possible without use of this key which both 
parties possess[41]. The mechanisms of symmetric encryption can be grouped into two main groups: the block cyphers 
and the stream cyphers[42]. Whereas in block cyphers, the data is encrypted in blocks where the cypher takes in plain 
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text in chunks of segments at a time, while in stream cyphers, the cypher works at bit or character level [43]. Two 
examples of a block cypher that are common and considered standard for the cryptographic measure are the DES and 
the AES. These paradigms define a key for secure encryption in symmetric cryptosystems and are current mainly due 
to their efficiency in protecting information. 

One critical aspect of symmetric encryption is key management, as the security of this approach hinges on the secure 
handling of the shared secret key. Key management involves key creation, distribution, and periodic updating to ensure 
that communication remains secure[44][45]. However, managing keys securely can be challenging, especially in large 
networks, as any compromise of the key jeopardises the integrity of the entire encrypted communication. The efficiency 
and speed of symmetric encryption make it a popular choice for encrypting huge amounts of data, as long as strong key 
management procedures are followed. Figure 3 and the list of components of symmetric encryption as below[46][47]: 

 

Figure 3 Explanation of whole process of symmetric encryption 

 Plaintext: This is the first piece of information that the sender is prepared to impart to the recipient. Input 
these details into the encryption program.  

 Encryption algorithm: A secret key is used to conduct a set of operations that, when done in plaintext, yield 
ciphertext.  

 Secret key: This value is used to convert plaintext to ciphertext; however, it is not reliant on plaintext itself.  
 Ciphertext: This is the result of running the encryption method on the original plaintext. The plaintext version 

will be much different.  
 Decryption algorithm: Executes a series of operations on ciphertext with the employ of a secret key after 

recovering the original plaintext.  

3.2. Asymmetric Encryption 

Asymmetric encryption, sometimes known as public-key cryptography, is a method whereby a message is encrypted 
using the public key of the receiver and decrypted using the private key of the sender. Even on a public network, this 
method provides a safe route for data exchange by limiting access to the message to the intended receiver alone [48][6]. 
In Figure 4 the whole process explains in the asymmetric encryption. Digital signature technologies, which rely on 
public-key cryptography, are essential for ensuring the validity and integrity of communications or documents. Two of 
the most prominent digital signature mechanisms based on asymmetric encryption are the RSA and DSA methods[49]. 

 

Figure 4 Asymmetric Encryption 
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Public-key cryptography techniques rely on the computational difficulty of specific "hard problems." For example, the 
security of the RSA algorithm is based on the integer factorisation problem, which involves factoring a large number 
into its prime components. The discrete logarithm issue is another computationally difficult obstacle that Diffie-Hellman 
and DSA use to ensure security. In recent years, elliptic curve cryptography (ECC) has gained popularity, offering a 
secure alternative with lower computational requirements. ECC’s security is grounded in the complexity of number-
theoretic problems related to elliptic curves, making it highly efficient for constrained environments like mobile 
devices[50]. 

3.3. Homomorphic Encryption 

The distinctive feature of homomorphic encryption is that it enables computations to be applied directly to non-plain 
text, producing an encrypted version that, upon decoding, reproduces the outcomes of the operations performed on the 
plain text. Both completely homomorphic and partly homomorphic cryptosystems are common. Partially homomorphic 
encryption is thought to be less secure than FHE[51]. Figure 5 depicts the whole mechanism of Homomorphic 
Encryption.  

 

Figure 5 Mechanism of Homomorphic Encryption in Cloud Computing 

If a cryptosystem exhibits either the multiplicative or additive homomorphism feature but not both, it is considered 
partly homomorphic. Examples of such cryptosystems are ElGamal (based on multiplicative homomorphism), Paillier 
(based on additive homomorphism), and RSA (based on multiplicative homomorphism). 

A cryptosystem is considered completely homomorphic if it exhibits the properties of multiplicative and additive 
homomorphism. The first (and only) system that was previously discussed is a cryptosystem that is based on lattices 
[52]. FHE is said to be far more potent and an excellent method of effectively securing the data that is outsourced. 
Gentry's suggested plan consists of three important parts:  

 A somewhat homomorphic encryption scheme (SWHES).  
 A bootstrappable encryption scheme (BES). 
 A combination of above two components  

The capacity to do homomorphic computing on low-degree polynomials was possessed by this approach. For 
homomorphic encryption systems, the research community is attempting to identify potential situations regarding the 
malleability feature.  

4. Privacy-Preserving Encryption Protocols in Cloud Computing 

Privacy-preserving encryption techniques are crucial to protecting sensitive data in the quickly changing world of cloud 
computing, particularly as consumers and businesses depend more and more on cloud storage and service[53]. These 
encryption protocols allow data to remain secure even when processed, ensuring confidentiality and compliance with 
privacy regulations. Key methods include SMPC, Zero-Knowledge Proofs, Functional Encryption, and Proxy Re-
Encryption. 
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4.1. Secure Multi-Party Computation (SMPC) 

SMPC makes it possible for many people to work together to calculate a function without disclosing private information. 
It's crucial for scenarios needing data analysis without exposure, like healthcare and finance. Research focuses on 
improving scalability and efficiency for federated learning, although challenges include high computational costs[54]. 

4.2. Zero-Knowledge Proofs (ZKPs) 

ZKPs enable one side to demonstrate the veracity of a claim without disclosing information. In cloud security, ZKPs aid 
in secure authentication and data integrity. Advancements in zk-SNARKs and zk-STARKs improve efficiency, reducing 
communication needs and making ZKPs more suitable for cloud applications. 

4.3. Functional Encryption (FE) 

FE enables users to compute functions on encrypted data, supporting fine-grained access control without decrypting 
entire datasets. It's valuable for privacy-preserving analytics, but key management remains complex. Research aims to 
optimise FE for practical cloud applications. 

4.4. Proxy Re-Encryption (and) 

PRE allows a third party to re-encrypt data for secure sharing across users without exposing plaintext. It's widely used 
in data-sharing applications, with current research improving flexibility and reducing proxy trust requirements, 
although key management remains a challenge. 

5. Literature Review 

Enhancing cloud computing security via the use of privacy-preserving encryption algorithms has been the primary 
emphasis of prior research in this field. 

In this paper Das, (2018), The user's data is encrypted using a Hybrid Encryption method based on RSA (i.e., HE-RSA) 
with a padding technique called OAEP to preserve Integrity and Confidentiality while allowing several parties to 
calculate a function on their inputs. Cloud users may be certain that their data is secure and private when they use HE 
on encrypted files without decrypting them and use SMPC [55].  

In this work, Pronika and Tyagi, (2021), cryptographic algorithms are used to mitigate security concerns. With the 
proposed method, cloud storage frameworks may use several encryption algorithms, like AES with S-box and the Feistel 
Algorithm, to increase security. The structure utilises the information-transferring, cutting, ordering, encryption, 
merging, unscrambling, and recovery cycle to guarantee the security of the huge volumes of data kept in the multi-cloud. 
The main applications of cryptographic algorithms are secure network transmission and non-human readable data 
storage in systems [56]. P 

In this work, Patil and Biradar, (2018), demonstrates how completely homomorphic encryption may be performed in 
parallel on encrypted cloud data. Here, FHE is carried out over many nodes using Gentry's encryption technique. 
Compared to operating on a sequential process, this parallel processing yields superior performance. Another big worry 
with cloud computing is security. This also demonstrates another effort to improve a security of client data in the cloud 
by using a data partitioning technique. Several client data files of the same size will be divided up and kept on different 
servers. Furthermore, public is generated on the client side; this public key is used to save and retrieve data from cloud 
storage [57]. 

In this paper, Joseph Manoj et al., (2017), A new, secure hybrid EHR system is advised. This solution protects data 
privacy and offers fine-grained access control by combining two powerful encryption algorithms. After the health 
records are divided using a vertical partitioning mechanism, each section is encrypted using multi-authority and key-
based encryption algorithms. In the Public Domains (PUDs), multi-authority encryption methods are the most common, 
although in the Personal Domains (PSDs), key-based encryption schemes are more common [58].  

This work, Azzani and Alkalbani, (2022), seeks to identify weaknesses in cloud computing applications' cybersecurity 
and provide a contemporary solution that prioritises both security and performance. The first stage in examining the 
security of the cloud computing environment is to simulate and assess the security and performance of three 
contemporary security techniques for cloud applications. The findings of the analysis provide a crucial indication for 
the implementation of this security mechanism and highlight the need to create an ideal security mechanism that covers 
the primary security characteristics of the cloud environment [59].  
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In this work, Suganya and Sasipraba, (2022), Using the genetic crossover methodology, a novel encryption technique is 
created to safeguard sensitive and non-sensitive data kept in a heterogeneous multi-cloud environment from the most 
vulnerable activities, including data breaches, insider attacks, and man-in-the-middle attacks. To make data storage in 
numerous cloud settings more secure, the suggested prime crossover approach is utilised to encrypt the file. Data 
availability, confidentiality, and integrity are safeguarded in this manner [60].  

Here's a structured Table 1 summarising the related work on privacy-preserving encryption techniques for securing 
data in cloud computing environments. The table includes various columns to encapsulate key aspects of each paper: 

Table 1 Summarizing the related work on privacy-preserving encryption techniques for securing data in CC 
environments 

Paper Encryption 
Technique 

Key Features Main 
Contributions 

Security 
Aspects 
Addressed 

Challenges Future Work 

[55] OAEP with HE-
RSA 

Hybrid 
encryption; 
enables 
computation 
on encrypted 
data 

Allows multiple 
parties to 
compute 
functions while 
preserving 
integrity and 
confidentiality 

Integrity, 
confidentiality, 
secure multi-
party 
computation 

Computational 
overhead and 
complexity in 
homomorphic 
operations 

Explore more 
efficient 
algorithms for 
homomorphic 
encryption 

[56] AES with S-
Box and 
Feistel 
Algorithm 

Improved 
cloud storage 
security; 
various 
encryption 
processes 

Utilises 
multiple 
encryption 
algorithms for 
enhanced data 
security in 
multi-cloud 
environments 

Data 
confidentiality 
and secure data 
transmission 

Complexity in 
managing 
multiple 
encryption 
methods 

Investigate 
further 
optimisation of 
encryption 
processes for 
scalability 

[57] Gentry's Fully 
Homomorphic 
Encryption 

Parallel 
processing of 
encrypted 
data; improved 
performance 

Demonstrates 
the benefits of 
parallel 
processing in 
homomorphic 
encryption for 
cloud data 

Security 
through data 
partitioning 
and encrypted 
processing 

Scalability 
issues in large-
scale cloud 
environments 

Research 
alternative 
algorithms that 
reduce 
computational 
demands 

[58] Multi-
authority and 
Key-based 
encryption 

Vertical 
partitioning of 
health records; 
fine-grained 
access control 

Combines two 
encryption 
methods for 
effective data 
privacy in 
electronic 
health records 

Access control 
and data 
privacy in 
public and 
personal 
domains 

Managing 
multiple 
authorities and 
key distribution 

Development 
of automated 
key 
management 
systems 

[59] Modern 
security 
mechanisms 
(unspecified) 

Performance 
and security 
optimisation 

Analyses 
cybersecurity 
weaknesses in 
cloud 
applications 
and evaluates 
security 
mechanisms 

Overall security 
enhancement 
in cloud 
environments 

Identifying 
comprehensive 
security 
parameters 

Propose a 
unified 
framework for 
security 
mechanism 
integration 

[60] Novel genetic 
crossover 
technique 

Encrypts 
sensitive/non-
sensitive data; 

Introduces a 
unique 
encryption 

Data integrity, 
confidentiality, 
and availability; 

Ensuring 
compatibility 
across 

Explore 
enhancements 
to the genetic 
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protects 
against 
vulnerabilities 

algorithm using 
genetic 
techniques for 
data storage 

protection 
against attacks 

heterogeneous 
cloud 
environments 

algorithm for 
better 
performance 

6. Conclusion  

Cloud computing has revolutionised IT by offering scalable, on-demand access to computer resources, but it also 
presents new privacy and security issues. Privacy-preserving encryption protocols and techniques by enabling secure 
data processing and sharing in untrusted environments. These protocols and techniques provide solid solutions for data 
security and, at the same time, maintain the advantage of use, which is especially crucial for industries which deal with 
confidential information, such as healthcare and finance. The implementation of stiff encryption techniques not only 
protects the information but also fulfils legal requirements of privacy and customer confidence. However, the 
application of these encryption methods is not easily deployable and requires further enhancement to support efficiency 
and effectiveness in cloud computing. 

Future Scope 

Future studies should concentrate on improving the scalability and effectiveness of privacy-preserving encryption 
techniques in order to better manage the enormous amounts of data that cloud applications demand. There may also 
be improvements in post-quantum cryptography, which would contribute to the strengthening of these protocols 
against quantum dangers, strengthening them. Also, the combination between privacy-preserving encryption and 
artificial intelligence for dynamic protection of data and to meet new regulations is an opportunity to analyse. 
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