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Abstract

The growing demand for secure and tamper-proof academic credential management has exposed the limitations of
traditional systems, including susceptibility to fraud, inefficiency, and dependency on centralised authorities.
Blockchain technology, with its decentralisation, immutability, and cryptographic security, offers a transformative
approach to issuing, storing, and verifying academic credentials. This paper explores blockchain architectures—public,
private, and consortium—and their application in academic systems. Applying smart contracts and decentralised
architectures, blockchain improves trust and transparency and optimises credential checking. OpenCerts and eScroll
are presented, referring to existing implementations, to demonstrate possibility and impact on the real world. The study
outlines issues such as scale, privacy and interoperability Lastly, the study outlines directions for future research for
enhanced blockchain use in managing academic credentials globally.

Keywords: Blockchain technology; Academic credentials; Credential management; Security and privacy; Credential
Authentication

1. Introduction

The data in blockchain is located in a consensual and unalterable register, so blockchain can be helpful for safely
processing academic records. Blockchain network enables credential owners to issue, read, verify and resume the
credential stored on the distributed ledger and ensures that the data is accurate and immutable. The use of block
technology ensures that once credentials recorded cannot be erased or altered, eliminating issues to do with
manipulation and fabrication of documents. Blockchain technology is a system that provides the confirmation and
safeguard of the records and enables the use of cryptographic techniques such as a digital signature and hash to enhance
the validity of owners records.

Blockchain technology structures data into a linked chain of blocks[1]. Every block consists of a header (management
information) and a body (transaction details), where academic credentials can be stored as verified records. A
decentralised peer-to-peer network has nodes that approve transactions through digital signatures eliminating the
need for an authority structure [2]. To maintain synchronization and integrity across a network, consensus protocols
like PoW and PoS are employed.

The fundamental characteristics of blockchain technology, like immutability, transparency, decentralisation, and
auditability, have attracted a lot of interest from academic systems. It enables institutions to securely award academic
credentials while providing institutions, employers, and students easy means of verifying these credentials [3]. Further,
blockchain eliminates cases of fake documents, builds confidence, and accelerates the confirmation of various
certifications. Still, problems such as scalability, privacy, and integration must be solved in order to make such
technologies accessible to anyone [4].
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In the context of academic credential management, blockchain is a transparent, immutable and decentralised database
where educational providers can issue and verify unalterable certificates across their recipients without centralised
bureaucratic entities [5]. All form of academic assets which are physical (e.g., diplomas, certificates) and non-physical
(e.g., digital badges, micro-credentials) can be captured, monitored, and validated on the blockchain network. Lessening
of expenditures and risks to all the stakeholders involved is coupled with the enhancement of academic record
credibility, transparency and alterability [6].

1.1. Motivation of the study

The new cases of spitting on academic credentials and failures in formal methods of verification have imposed the need
for a secure and efficient solution. Previous methods are easy to forge, lose or delay which causes mistrust among the
educational institutions, employers and the students. The decentralised, immutable and transparent blockchain
solution gives a chance to solve these challenges by storing and verifying the credentials on the blocks. The need to
create novel blockchain solutions that improve the reliability and efficiency of the system by increasing the safety,
authenticity, and auditability of academic credentials motivates this research.

1.2. Structure of the paper

The paper is structured as follows: Section II explains blockchain technology and its features. Section III discusses its
applications and challenges in academic credential management. A survey of relevant research is presented in Section
IV. Section V wraps up with important results and suggestions for further study.

2. Understanding blockchain technology

A number ofloosely connected nodes could log transactions in the form of a decentralised, secure, and immutable ledger
called a blockchain. They safeguard the identity and purity of the information; remove the middleman using crypto-
technical procedures; and utilise consensus-basing techniques. Blockchain is a record of operations that can't be
changed and can only be added to over time [7]. The chain grows in a safe way as more transactions are added, and the
blocks within the chain are protected by cryptographic algorithms that make sure the details of the transactions are
kept safe. Immutable records are the building blocks of the blockchain [8]. This verifies the accuracy of the data. The
data on the blockchain is carried by several nodes in the network. Figure 1 illustrates the blockchain technology
described below:
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Figure 1 Blockchain Technology

Blockchain technology illustrates a blockchain structure in Figure 1, where blocks (Block n-1, Block n, Block n+1) are
linked sequentially to form a chain. Every block contains a header that includes a previous block address (ensuring
immutability), a timestamp (to record creation time), a nonce (used in mining for proof of work), and a Merkel Root
(summarising all transactions in the block). The chaining mechanism ensures data integrity, as modifying one block
would require altering all subsequent blocks, making blockchain tamper-resistant.

The blockchain is different from other technologies because it dates and timestamps the data records, which gives a full

list of the blocks and their order. In addition to the hash value of the previous block's contents, each block also stores
its own hash value [9]. This helps link the blocks in a chain. The addition of a new block to the blockchain is contingent
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upon the completion of a consensus procedure [10]. This consensus process has to decide who can join the chain and
follow the rules for safely checking the blocks and making sure that the records are the same at all nodes in the network.
Finally, the blockchain may be described as a distributed ledger that securely and verifiably records all financial
transactions throughout a network [11]. A blockchain-based framework can handle security problems like people
getting into data or transactions without permission, relying on a third party or central authority, and other participants
not being trustworthy [12].

2.1. Key Features of Blockchain

Blockchain will provide a secure and reliable platform for the administration of academic records to some of the
problems among them being fraud, inefficiency, and integrity of records. The following key features of blockchain make
it particularly suitable for improving a security and verifiability of academic records:

e Decentralization: A blockchain transaction between any two entities or individuals is possible since no central
authority is required for authentication [13]. As a result, blockchain technology has the potential to greatly cut
server costs while also soothing central server performance concerns.

e Persistency: The system is almost impossible to manipulate since all transactions are recorded and confirmed
in blocks distributed across the network [14].

e Anonymity: The blockchain network allows users to connect with one another using addresses. In addition, a
person might create a flood of addresses to conceal their true identity [9]. It should be noted that only a small
fraction of blockchain implementations provide anonymity. Their majority are pseudonymous.

e Auditability: Through the use of a timestamp and confirmation of each transaction, users are able to readily
reach any node in the dispersed network to see and track previous records.

2.2. Blockchain architectures

Blockchain architecture is classified into three main categories: public, private, and consortium blockchains.

2.2.1. Public Blockchain

Public blockchains are open to everyone, allowing any participant to access, validate, and add data to the network. These
blockchains are fully decentralised and do not require permissions (e.g., Bitcoin, Ethereum, and Litecoin).

2.2.2. Private Blockchain

Private blockchains are controlled by a single organisation and accessible only to authorised participants with an
invitation. The organisation has full control over the network, including data validation and participation (e.g., Corda,
Hyperledger, and Quorum).

2.2.3. Consortium Blockchain

Consortium blockchains are partially private and governed by multiple organisations rather than a single entity. In this
setup, participating organisations collaborate on consensus and decision-making processes. Unlike private blockchains,
where one organisation monopolises control, consortium blockchains share authority equally among participants while
maintaining privacy features.

Each type serves specific use cases, with public blockchains prioritising decentralisation, private blockchains focusing
on control, and consortium blockchains enabling collaborative governance. Table 1 compares the three blockchain

systems with respect to their most distinguishing features [15].

Table 1 Comparison of Blockchain Architectures

Property Public Private Consortium
Centralisation No Yes Partial

Read Permission | Public Public or restricted Public or restricted
Peer Participation |All miners Within an organization | Selected set of nodes
Consensus Process | Permission less | Needs permission Needs Permission
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2.3. Smart Contracts in Blockchain

Blockchain-based smart contracts and decentralised apps can boost trust in computer-connected cities by using
machine learning, data visualisation tools, and spatial data mining. Blockchain technology can play a big role in building
smart cities by automating business transactions and lowering running costs in digital transactions [16]. Data-driven
cities try to define smart government in a way that makes transactions and public services more open and trustworthy.
This makes it easier for people to be involved in making decisions [17].

3. Blockchain applications and challenges in academic credential management

Traditional systems for managing academic credentials face challenges like fraud, inefficiency, and reliance on
centralised authorities. By providing a decentralised, secure, and tamper-proof system, blockchain technology allows
for the transparent, real-time authentication of credentials. By leveraging cryptographic security and smart contracts,
blockchain ensures the integrity, authenticity, and accessibility of academic records, empowering learners and
enhancing trust between institutions and employers.

3.1. Blockchain in education

According to Tapscott and Kaplan, blockchain technology has the potential to enhance learning and teaching in many
important ways.

3.1.1. Empowerment for learners (self-sovereignty)

Blockchain technology can improve academic credential management by improving security, transparency, and
verifiability. Decentralised and irreversible, it secures credential issuance and verification without third parties,
eliminating fraud and inefficiencies [18]. Scalability, privacy, and system integration must be solved for wider usage.

3.1.2. Security and efficiency enhancement for educational institutions, businesses, and learners:

Blockchain can protect student data's identity, privacy, and security. Since its hash chain is immutable, blockchain
provides security and validity, as proven earlier in this article. Students cannot change blockchain-stored educational
credentials, but they may with traditional records [19]. Instead, than keeping data, blockchain hashes it, ensuring
privacy. Data can be encrypted before being stored on the blockchain [20].

3.1.3. Trust and transparency integration

Companies can trust that job applicants have the skills they need since blockchain makes it impossible for students to
alter their grades, degrees, or certifications [21][22]. The transformation of blockchain into a "trust anchor of one truth
for credentials"[23]. Connections between employers and job-seekers are also enhanced by this anchor. Through the
integration of trust and transparency into skills transactions and sharing, distributed ledger technologies enhance
"colleges, universities, employers, and their relationships to society" by securing academic records and supporting
learning [24][25].

3.2. Challenges of Blockchain in Education

The Technology, Organization, and Environment (TOE) model is used to categorise factors affecting blockchain adoption
in education.

e TOE has been widely used to study information technology adoption.

e The model considers three factors: technological, organisational, and environmental [26].

e Technological factors affecting blockchain usage include security, privacy, scalability, immutability, and low
cost.

e Organizational factors include the organisation’s strengths, weaknesses, and readiness to accept new
technology.

e Environmental factors include legal and regulatory protection [27].

e Problems with data accessibility, immutability, security, privacy, restricted interoperability and
standardisation (the blockchain's immaturity), and poor usability are all examples of technological hurdles
[28].

e Organizational challenges include lack of skills, insufficient funds, and lack of management support.

e Environmental challenges include legal issues, regulatory compliance, concerns about ecosystem and market
readiness, and long-term viability.
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3.3. Blockchain Technology for Academic Credentials Authentication

The use of blockchain technology for academic credential authentication has gained significant attention in recent years,
with successful implementations in countries like Malta, Estonia, and Singapore [29]. These regions have demonstrated
how blockchain can verify academic credentials and secure digital certificates, addressing issues like fraud and
inefficiency.

In 2019, GovTech Singapore introduced OpenCerts, an open-source blockchain-based schema that uses cryptographic
techniques to encrypt and secure academic credentials. The platform allows educational institutions to issue digital
certificates and provides a public website for verification and authentication [30]. The authors noted that the use of
Ethereum blockchain technology significantly reduces barriers to publishing cryptographically protected credentials
[31].

Similarly, in 2018, the Malaysian Ministry of Education launched the eScroll system, developed through a collaboration
with Dagang NeX change Berhad (DNeX) and LuxTag. The eScroll system leverages blockchain technology to verify
academic credentials and eliminate counterfeiting. Each certificate includes a QR code for enhanced security,
immutability, and verification [32]. This system has proven to be fast, efficient, and highly secure, saving time and
resources by reducing reliance on manual verification methods such as phone calls and emails [33].

The report highlights that the black-market sale of fake credentials has posed significant risks, particularly in sectors
like healthcare, where valid medical certifications are critical. Blockchain's decentralised and tamper-proof nature
ensures that academic records remain immutable and transparent, solving these issues [34].

Additionally, blockchain enables self-sovereignty for students and workers, allowing them to have maximum ownership
and mobility of their academic qualifications. Countries like Brunei Darussalam are also exploring blockchain’s potential
to confirm academic credentials for students, institutions, employers, and scholarship units using advanced
cryptographic methods [35].

By eliminating intermediaries and ensuring the authenticity of academic records, blockchain technology establishes a
secure, efficient, and trustworthy system for academic credential management [36].

4. Academic Credential Management

Graduations, certifications, placement certificates, academic transcripts, and other forms of proof of a student's learning
accomplishments are all examples of academic credentials. A credential's worth is directly proportional to its admission
criteria and graduation threshold. As an example to help understand the complicated terrain, the current education
credentialing processes may be reduced to four stages:

o C(Credentialing programs: applicants submit their applications, either in person or online, to an accredited
education provider, such as HEI or a Registered Training Organisation (RTO), for a credential-targeted program
of study. The education provider will ask for proof of the student's prior coursework and relevant job
experience as part of their admissions requirements [37]. It is possible for the student to acquire an enrolment
offer and begin the program after passing the admission exam.

e Learning credits or micro-credentials: Education providers provide students digital micro-credentials or
conventional learning credits based on their performance in learning activities and assessments [38]. A
relatively new concept, "micro-credentials” function in a manner similar to learning credits, which stand in for
discrete units of education and may be used to obtain a more substantial credential (such as a degree) over
time. A micro-credential may also be known as a "nano-degree," "learning badges," or "endorsements."[39].

o Education Credentials: Education providers will issue transcripts, completion certificates, and qualifications
to students after they have earned a sufficient number of learning credits or micro-credentials in all required
subjects and have met graduation requirements [27][40].

o Verifiable Credentials: Recruiters, such as companies, may request official education credentials from
students when they apply for jobs or further degrees after graduation [41]. Graduates of most Australian
institutions are strongly encouraged to utilise the My Equals portal to acquire a cryptographically signed PDF
or secure link that verifies their credentials.
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4.1. Blockchain Solutions for Enhanced Security and Verifiability of Academic Credentials:

Enhances academic credential administration and verification security, transparency, and efficiency.
Decentralized ledger ensures unalterable credentials without third-party verification [42].
Employers and institutions can quickly verify records stored on the blockchain by authorised parties.
Features selective sharing for enhanced security of credentials.

Efficient record issuance and verification through smart contracts.

Enables worldwide document sharing while ensuring confidentiality.

4.2. Blockchain-based Framework for Digital Credential in Academic Education:

Digital badges and certificates are two forms of online credentialing. Substitute digital credentials, awards, and
recognition for their paper-based counterparts. Digital credentials are simple to issue, manage, and verify. Some of the
most common examples are degrees from colleges and universities, certificates for successfully completing a certain
course, and acknowledgement for developing a certain skill set.
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Figure 3 Digital verification of academic records

A digital certificate is a useful credential since it shows both the holder's competence and the organisation or
department that checked their credentials [43]. A high-level framework for electronic academic record verification is
shown in Figure 3. Like this Colorado Community College System Faculty Development badge of Course and Curriculum
Mastery, most credentials contain a symbol that distinguishes the competence and the giving institution. Due to the rise
of digital certificates, transcripts from universities will become more and more irrelevant and obsolete. The completion
of a degree will still be valued by companies, although course marks on transcripts are not taken into account when
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applying for jobs. The ability to measure and share thorough learning achievements is one advantage of digital
certification [44].

5. Literature review

Table 2 summarises the previous study on blockchain solutions for academic credential security and verifiability, as
discussed below:

In, Reza et al. (2021) suggests the Academic Credentials Chain (ACC), a blockchain-based system for worldwide
authentication and distribution of credentials. The suggested system can tell who is certifying whom based on their
credentials. Users may securely save their credentials data in a decentralised application inside the planned Blockchain
network. The results of the assessment demonstrate the degree of performance, as well as the practicality and security

of the project [45].

Table 2 Summary of innovative blockchain solutions for academic credential security and verifiability study

Reference | Objectives Key Findings Challenges Future Work

[45] Develop ACC, a|ldentifies who certifies|Limited scalability and |Explore wider adoption
blockchain-based whom; enables private|privacy concerns in|and integration with
Academic credential | credential data storage.|global credential | existing verification
chain for global | Demonstrates feasibility | management. systems.
verification and sharing. | and security.

[46] Develop a blockchain | Validated architecture for | Understanding risks and | Create  standards for
framework for | decentralised apps | limitations in | decentralised app (Dapp)
academic certification | (Dapps); highlights | decentralised deployment in higher
and higher education |benefits, risks, and | frameworks. education.
applications. standards.

[47] Propose a decentralised, | Enhances security, avoids | Addressing transparency | Optimise  system for
tamper-proof certificate | single points of failure, | while maintaining | broader adoption and
verification system | automates reliable and |confidentiality. scalability.
using blockchain. cost-effective

verification.

[48] To establish a| HLFeCERT ensures | Integration of digital | Explore methods to
permissioned reliable encryption and |watermarking optimise the
blockchain-based decryption of certificates, | technology with | computational efficiency
academic certificate | enabling students to|blockchain may |of the watermarking
verification system | share selected | introduce computational | process. Investigate
(HLFeCERT) using the|certificates securely. | overhead. Managing the |further integration with
SHA256 hash algorithm | Utilises private | scalability and storage |global academic systems
and digital | blockchain for enhanced | requirements of a private | and interoperability.
watermarking to |privacy and selective | blockchain system.
prevent tampering. sharing.

[49] To enhance the degree |Seamless integration | Ensuring accuracy of|Refining OCR capabilities,
issuance workflow by|with existing workflows|OCR, managing large-|scalability for large
supporting both | supports OCR for |scale integration, and|datasets, and broader
physical and digital | semantics understanding | handling variations in|adoption across
documents using OCR. |and allows bulk | document templates. educational institutions.

submission.

In, Jaramillo and Piedra (2020) establishes and implements a strategy for using BC technology in the academic sector.
Multiple decentralised applications (Dapps) may make advantage of the frame's sturdy construction. Academic
certification provides validation of the framework, which encompasses beneficiaries, benefits of technology, dangers,
and downsides. The framework offers helpful assistance in quickly and logically comprehending how BC technology
operates and how it contributes to higher education. It also helps to establish a standard for Dapps' operations in this
field [46].
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In, Bahrami, Movahedian and Deldari (2020) a technique for verifying certificates that is both dependable and
impenetrable is suggested. The suggested solution uses blockchain technology and is decentralised by design, in
contrast to conventional verification techniques. By eliminating single points of failure and the need to rely on any one
entity, decentralisation improves the system's security and resilience. A rapid, reliable, and cost-effective verification
system may be built with the help of the suggested design, which uses cryptographically secured smart contracts that
are based on the blockchain to automate the verification process [47].

In, Kumutha and Jayalakshmi (2021) The goal is to examine blockchain technology and create the HLFeCERT
permissioned blockchain-based academic certificate verification system, which uses the SHA256 hash algorithm and
digital watermarking technology to encrypt and decrypt academic certificates as well as prevent tampering. This implies
that students are free to choose which of their credentials to make public rather than being required to do so. Private
blockchain technology enables this [48].

In, Rasool et al. (2020) established the docschain to address the three issues with the blockcerts that were previously
identified. By running its algorithms on paper copies of the degree papers, Docschain simply integrates into the current
degree issuing system. OCR is used to do this, and each degree document is recorded together with the specifics of the
relevant OCR template. This allows us to interpret the data contained at various portions of the degree document based
on its semantics. When compared to blockcerts, docschain allows for the bulk submission of degree data for both current
and past students [49].

6. Conclusion and future scope

Blockchain technology has emerged as a transformative solution for managing and verifying academic credentials,
addressing the critical challenges of fraud, inefficiency, and reliance on centralised authorities in traditional systems. In
conclusion, blockchain-related solutions play not only a role in improving the process of academic credential issuance
and verification but also enhance a progressive, global, and interoperable environment, which is necessary in the
context of digital demands. Further research in this area should be directed to the improvement of further scalability
concerns, privacy, and promotion of blockchain applications in as many educational institutions all around the globe as
possible.

For future work, it is important to focus on three main areas: making privacy better using advanced cryptographic
techniques like zero-knowledge proofs; making scalability better using more efficient consensus mechanisms; and
looking into how blockchain could be used to manage professional certifications and other types of credentials across
many industries
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