
 Corresponding author: Abidemi Adeleye Alabi 

Copyright © 2021 Author(s) retain the copyright of this article. This article is published under the terms of the Creative Commons Attribution Liscense 4.0. 

Developing a vendor risk assessment model to secure supply chains in U.S. and 
Canadian Markets 

Abidemi Adeleye Alabi 1, *, Olukunle Oladipupo Amoo 2, Christian Chukwuemeka Ike 3 and Adebimpe Bolatito 
Ige 4

1 Ericsson Telecommunications Inc., Lagos. 
2 Amstek Nigeria Limited. 
3 GLOBACOM Nigeria Limited. 
4 Independent Researcher, Canada. 

International Journal of Science and Research Archive, 2021, 03(02), 230-247 

Publication history: Received on 13 July 2021; revised on 23 September 2021; accepted on 25 September 2021 

Article DOI: https://doi.org/10.30574/ijsra.2021.3.2.0122 

Abstract 

In an era of increasing global interconnectivity, securing supply chains has become a critical priority for organizations 
operating in the U.S. and Canadian markets. This study proposes a comprehensive vendor risk assessment model 
tailored to address vulnerabilities in supply chains while enhancing resilience and operational security. The model 
integrates qualitative and quantitative methodologies, leveraging data analytics, machine learning, and risk 
management frameworks to evaluate vendor reliability, financial stability, compliance with regulations, and 
cybersecurity preparedness. It incorporates a multi-dimensional approach, encompassing risk identification, 
assessment, mitigation strategies, and continuous monitoring to address dynamic market challenges. The research 
identifies key factors influencing vendor risk, including geopolitical instability, regulatory changes, and technological 
advancements, while emphasizing the importance of collaboration and information sharing between stakeholders. A 
comparative analysis of the U.S. and Canadian regulatory environments highlights similarities and differences that 
shape risk assessment practices, providing a basis for localized implementation strategies. The proposed model aims to 
mitigate risks such as supply chain disruptions, data breaches, and reputational damage by integrating predictive 
analytics and scenario planning. It emphasizes the role of advanced tools, such as blockchain for transparency, and 
artificial intelligence for early warning systems, to enable proactive decision-making. By fostering adaptability, the 
model supports businesses in navigating uncertainties while maintaining compliance with national and international 
standards. This study contributes to the discourse on supply chain security by offering a robust framework that 
enhances vendor selection and performance evaluation processes. The findings underscore the necessity of embedding 
risk assessment as a core element of supply chain management, ensuring sustainability and competitiveness in 
increasingly complex markets. 
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1. Introduction

In today's highly interconnected and globalized economy, securing supply chains has become a critical priority for 
businesses in the U.S. and Canada. The increasing complexity of global supply networks, coupled with the growing 
reliance on international vendors, exposes organizations to various risks. These risks range from operational 
disruptions and geopolitical tensions to cybersecurity threats and natural disasters (Dalal, Abdul & Mahjabeen, 2016, 
Shafqat & Masood, 2016). Disruptions in supply chains can have severe consequences, including production delays, 
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financial losses, reputational damage, and compliance issues, all of which can significantly impact business continuity 
and profitability. 

The recent rise in supply chain disruptions, such as those caused by the COVID-19 pandemic and trade wars, has 
underscored the vulnerability of organizations to external shocks. As a result, businesses in North America are 
increasingly focusing on securing their supply chains to mitigate these risks. Effective supply chain security is essential 
not only for ensuring operational efficiency but also for maintaining customer trust and regulatory compliance. To 
achieve this, companies must adopt comprehensive risk management strategies that encompass the entire supply chain, 
from raw material sourcing to final delivery (Bodeau, McCollum & Fox, 2018, Georgiadou, Mouzakitis & Askounis, 2021). 

This study aims to develop a robust vendor risk assessment model tailored to the specific needs of businesses in the U.S. 
and Canadian markets. The goal is to provide a framework that helps organizations identify, assess, and manage the 
risks associated with their suppliers and third-party vendors. By evaluating factors such as financial stability, 
cybersecurity practices, compliance with regulations, and resilience to disruptions, businesses can better understand 
the risks within their supply chains and take proactive measures to mitigate them (Buchanan, 2016, Clemente, 2018, 
Djenna, Harous & Saidouni, 2021). Ultimately, the model seeks to enhance the resilience and operational security of 
organizations by ensuring that they can respond effectively to potential disruptions while safeguarding their long-term 
success in a competitive market. 

2. Literature Review 

The increasing interdependence of global markets and the expanding scope of supply chains have brought both 
significant opportunities and notable risks for businesses in the U.S. and Canada. As organizations rely more heavily on 
external vendors and suppliers, the vulnerabilities associated with these external relationships have become more 
pronounced (Elujide, et al., 2021). Vendor risk is a critical consideration in securing supply chains, as disruptions can 
have cascading effects on business operations, regulatory compliance, and the financial performance of organizations 
(Aliyu, et al., 2020, Shameli-Sendi, Aghababaei-Barzegar & Cheriet, 2016). Understanding these risks and creating a 
comprehensive risk assessment model is essential for businesses seeking to maintain resilience in the face of emerging 
threats. 

Vendor risk in supply chains manifests in several common forms, with cybersecurity, compliance, and geopolitical risks 
being among the most critical. Cybersecurity risks arise from the growing integration of technology in supply chain 
operations, particularly as businesses rely on third-party vendors for services such as data storage, software 
applications, and logistics. These vendors often have access to sensitive data, systems, and intellectual property, making 
them prime targets for cyberattacks (Djenna, Harous & Saidouni, 2021, Sabillon, Cavaller & Cano, 2016). A breach in a 
vendor’s system can expose an organization to data loss, intellectual property theft, and significant disruptions in 
services, potentially affecting business continuity. The vulnerability of vendors to cyberattacks can, in turn, compromise 
the security of the entire supply chain. 

Compliance risks are another significant concern in vendor relationships. With the rise of global trade and regulatory 
complexity, businesses must ensure that their vendors adhere to relevant regulations, standards, and industry practices. 
In the U.S. and Canada, industries such as healthcare, finance, and manufacturing face stringent regulatory requirements 
that can vary from one jurisdiction to another (Amin, 2019, Cherdantseva, et al., 2016, Dupont, 2019). A vendor’s failure 
to comply with these regulations can expose the contracting organization to legal liability, fines, and reputational 
damage. Non-compliance issues can arise in areas such as data privacy, environmental standards, and labor practices, 
and organizations must have processes in place to verify that their vendors are meeting these requirements. 

Geopolitical risks have become increasingly prominent as global supply chains have become more interconnected. 
Tensions between countries, such as trade disputes, tariffs, and changes in government policies, can create disruptions 
in the supply of goods and services. Geopolitical events, such as the imposition of economic sanctions or the onset of 
trade wars, can destabilize established supply chains, forcing businesses to seek alternative vendors or face delayed 
shipments (Kovacevic & Nikolic, 2015, Pomerleau, 2019). Additionally, political instability in certain regions can affect 
the ability of vendors to fulfill contracts or deliver products on time. These geopolitical risks can have far-reaching 
consequences for organizations that rely on international supply networks. Strategic orientation of a sample of cyber 
supply chain initiatives as presented by Boyson, 2014, is shown in figure 1. 
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Figure 1 Strategic orientation of a sample of cyber supply chain initiatives (Boyson, 2014) 

Case studies of supply chain disruptions in the U.S. and Canada provide a sobering view of the risks inherent in vendor 
relationships. For example, the 2011 earthquake and tsunami in Japan led to widespread disruptions in the global 
supply chain, particularly affecting the automotive and electronics industries. Many companies in North America were 
dependent on suppliers in Japan, and when these suppliers were incapacitated, production lines in the U.S. and Canada 
were delayed or shut down (Hussain, et al., 2021, Ike, et al., 2021). This event underscored the vulnerability of supply 
chains to natural disasters and highlighted the importance of having contingency plans in place. Similarly, the COVID-
19 pandemic revealed the fragility of global supply chains, as businesses in both the U.S. and Canada faced disruptions 
in manufacturing, transportation, and inventory management. Companies that relied heavily on overseas suppliers 
were particularly affected, as lockdowns and restrictions led to delays in production and shipping. 

The need for a robust vendor risk assessment model is evident in light of these vulnerabilities and disruptions. A strong 
risk assessment model helps organizations identify potential risks within their supply chain, assess the likelihood and 
impact of these risks, and develop strategies to mitigate them. Several existing risk assessment models are currently in 
use across various industries, but they often face limitations in terms of their comprehensiveness, adaptability, and 
integration with data-driven decision-making processes (Austin-Gabriel, et al., 2021, Clarke & Knake, 2019, Oladosu, et 
al., 2021). 

Existing risk assessment models typically focus on identifying specific risks such as financial instability, operational 
performance, or legal compliance. These models often rely on qualitative assessments, historical data, and subjective 
judgment, which can limit their accuracy and relevance in rapidly changing environments (Austin-Gabriel, et al., 2021, 
Oladosu, et al., 2021). While useful in some contexts, traditional risk models may not be sufficiently dynamic to address 
the range of complex, interconnected risks faced by modern supply chains. For example, a traditional financial risk 
model may not account for the risks associated with cybersecurity or geopolitical instability, leaving significant 
vulnerabilities unaddressed. Supply chain risk assessment tools as presented by Schlegel & Trent, 2014, is shown in 
fiure 2. 
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Figure 2 Tools: supply chain risk assessment (Schlegel & Trent, 2014) 

Additionally, many existing models do not effectively integrate real-time data, which is increasingly necessary to assess 
and mitigate risks. In today’s fast-paced business environment, supply chain risks can evolve rapidly, and relying on 
outdated data or static models can leave organizations ill-prepared for emerging threats. A more data-driven approach 
to vendor risk assessment is needed to provide businesses with the agility to respond to evolving risks (Aaronson & 
Leblond, 2018, Newlands, et al., 2020). Real-time data on vendor performance, compliance records, and security 
vulnerabilities can significantly enhance the effectiveness of risk assessment models by providing up-to-date insights 
into potential threats. 

An integrated, data-driven vendor risk assessment model could address these limitations by incorporating multiple risk 
factors and leveraging advanced technologies such as artificial intelligence (AI), machine learning (ML), and big data 
analytics. By using AI and ML, businesses can continuously monitor their supply chains, identify patterns and trends in 
risk behavior, and predict potential disruptions before they occur. For instance, machine learning algorithms could 
analyze past data to predict the likelihood of a cybersecurity breach or assess the potential impact of a vendor’s non-
compliance with regulatory standards (Elujide, et al., 2021, Igo, 2020). This predictive capability could enable 
organizations to take proactive measures to mitigate risks before they escalate. 

Moreover, an integrated model would incorporate a holistic approach to risk, considering not just financial or 
operational factors but also cybersecurity, compliance, geopolitical, and environmental risks. By combining these 
various factors into a unified framework, businesses can gain a comprehensive understanding of the risks within their 
supply chains and make informed decisions about vendor selection, risk mitigation strategies, and contingency planning 
(Dwivedi, et al., 2020, Feng, 2019). This integrated approach would also allow for better coordination across different 
departments within an organization, from procurement and logistics to compliance and cybersecurity, ensuring that all 
relevant stakeholders are aligned in their efforts to secure the supply chain. 

In conclusion, the development of a robust vendor risk assessment model is essential for securing supply chains in the 
U.S. and Canadian markets. The vulnerabilities associated with vendor relationships—ranging from cybersecurity and 
compliance risks to geopolitical disruptions—require businesses to adopt a more comprehensive and data-driven 
approach to risk management. Existing models, while useful, are often limited in their scope and adaptability, 
underscoring the need for an integrated, data-driven framework that can account for the full range of risks facing 
modern supply chains (Atkins & Lawson, 2021, Robinson, 2020). By leveraging advanced technologies and adopting a 
holistic risk assessment approach, businesses can enhance the resilience of their supply chains, reduce vulnerabilities, 
and ensure business continuity in an increasingly complex global marketplace. 

2.1. Key Components of the Proposed Model 

The development of a vendor risk assessment model for securing supply chains in the U.S. and Canadian markets is 
essential to address the growing challenges that organizations face in managing external vendor relationships. The 
proposed model seeks to offer a comprehensive approach to identifying, assessing, and mitigating vendor risks, 
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ensuring the resilience and continuity of supply chains (Bamberger & Mulligan, 2015, Voss & Houser, 2019). The model 
incorporates key components such as risk identification, risk assessment and analysis, risk mitigation strategies, and 
continuous monitoring and evaluation. Each of these elements plays a crucial role in building a robust framework that 
addresses the complexities of modern supply chains, ensuring businesses can proactively manage vulnerabilities and 
adapt to evolving risks. 

Risk identification is the foundational step in the proposed model. It involves identifying potential risks associated with 
vendors and their impact on the supply chain. The model takes a comprehensive approach by incorporating various 
criteria to assess vendor risk. These include financial stability, regulatory compliance, and cybersecurity preparedness. 
Financial stability is essential because a vendor’s financial health can directly affect their ability to meet contractual 
obligations, especially in times of economic stress (Jathanna & Jagli, 2017). Assessing the financial stability of vendors 
allows organizations to anticipate potential disruptions due to liquidity problems, bankruptcies, or other financial 
distress. Regulatory compliance is another critical criterion, as vendors need to adhere to relevant laws, standards, and 
industry practices. Non-compliance with local or international regulations, including those governing data privacy, 
labor practices, or environmental protection, can expose organizations to significant legal and reputational risks (Bello, 
et al., 2021, Yang, et al., 2017). Cybersecurity preparedness is increasingly important as organizations become more 
reliant on third-party vendors for services involving sensitive data and IT systems. A vendor’s cybersecurity practices 
can directly impact the security of an organization’s data and networks, making it essential to assess their capabilities 
in defending against cyber threats. The model also incorporates vendor segmentation based on criticality and risk levels, 
ensuring that organizations focus their resources on high-risk and critical vendors, while adopting proportionate risk 
management strategies for lower-risk vendors. This segmentation allows for prioritizing risk mitigation efforts in areas 
that would have the most significant impact on business operations. 

The next component, risk assessment and analysis, evaluates the likelihood and potential impact of identified risks. The 
model utilizes specific metrics to determine the severity of these risks and to establish risk tolerance thresholds. 
Likelihood refers to the probability of a risk materializing, while impact assesses the potential consequences if the risk 
were to occur. By analyzing these two factors, organizations can determine the overall risk level associated with each 
vendor. Risk tolerance thresholds are used to define the acceptable levels of risk that an organization is willing to accept 
(Lanz, 2022, Shackelford, Russell & Haut, 2015, Shackelford, et al., 2015). These thresholds can be based on a variety of 
factors, including industry standards, the criticality of the vendor, and the organization’s overall risk appetite. 
Techniques such as scoring models and heat maps are used to quantify and visualize risk. Scoring models assign 
numerical values to risks based on predefined criteria, making it easier to compare and prioritize vendors. Heat maps, 
on the other hand, visually represent risks by mapping their likelihood and impact on a color-coded grid. This allows 
organizations to quickly identify high-risk areas in their supply chains and allocate resources to mitigate these risks 
effectively. The four stages of a fraud, corruption, or supply chain disaster as presented by Schlegel & Trent, 2014, is 
shown in figure 3. 

 

Figure 3 The four stages of a fraud, corruption, or supply chain disaster (Schlegel & Trent, 2014) 

Once risks have been identified and assessed, the model moves to the risk mitigation strategies component. This step 
involves developing contingency plans and mitigation measures to address the risks identified in earlier stages. 
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Contingency plans are designed to provide businesses with predefined responses in the event that a risk materializes. 
These plans may include alternative sourcing strategies, backup suppliers, or alternative transportation routes in case 
of disruptions in the supply chain (Atkins & Lawson, 2021, Cohen, et al., 2022, Sabillon, Cavaller & Cano, 2016). 
Developing these plans ensures that businesses can maintain continuity in their operations even if their primary 
vendors face challenges. Mitigation measures aim to reduce the likelihood of a risk occurring or to minimize its impact 
if it does occur. These may include cybersecurity protocols, enhanced vendor audits, and contractual safeguards that 
hold vendors accountable for meeting certain standards. Additionally, the role of collaborative frameworks between 
vendors and stakeholders is critical to risk mitigation. By fostering a transparent and collaborative relationship, 
organizations can work together with their vendors to identify potential risks, share information, and implement 
solutions to improve risk resilience across the entire supply chain. These frameworks encourage proactive engagement 
and shared responsibility for risk management, which can lead to better outcomes in managing vendor-related risks. 

The final key component of the proposed model is continuous monitoring and evaluation. Risk management is not a 
one-time exercise but an ongoing process that requires regular reassessment to remain effective. The use of real-time 
data and analytics is essential in ensuring that organizations can respond to emerging risks quickly and efficiently. With 
advancements in technology, businesses can continuously monitor their supply chains, collecting data on vendor 
performance, financial health, cybersecurity posture, and compliance status (Abraham, Chatterjee & Sims, 2019, 
Ustundag, et al., 2018). This data-driven approach provides a dynamic view of the supply chain, allowing organizations 
to make informed decisions about which vendors may require additional oversight or risk mitigation. The ability to 
track vendor performance over time also allows businesses to identify trends and patterns that may indicate a shift in 
risk levels. Mechanisms for periodic reassessment are built into the model to ensure that risk management practices 
remain relevant and effective. These reassessments can be conducted at regular intervals or in response to specific 
events or changes in the market, such as new regulatory requirements, shifts in geopolitical conditions, or changes in 
vendor behavior. Periodic evaluations allow organizations to adjust their risk management strategies in response to 
changing circumstances, ensuring that they remain agile and responsive to potential threats. 

In conclusion, the proposed vendor risk assessment model for securing supply chains in the U.S. and Canadian markets 
incorporates essential components that work together to address the complexities of managing vendor relationships. 
Through a systematic approach to risk identification, assessment, mitigation, and continuous monitoring, the model 
empowers organizations to enhance supply chain resilience, reduce vulnerabilities, and maintain business continuity 
in an increasingly uncertain global marketplace (Ani, He & Tiwari, 2017, Djenna, Harous & Saidouni, 2021). By focusing 
on key criteria such as financial stability, regulatory compliance, and cybersecurity preparedness, and leveraging data-
driven techniques like scoring models and heat maps, businesses can make informed decisions about managing vendor 
risks. Furthermore, by fostering collaboration with vendors and stakeholders, organizations can build stronger, more 
resilient supply chains capable of adapting to emerging threats and challenges. Continuous monitoring and periodic 
reassessment ensure that the model remains dynamic and responsive to the evolving risk landscape. Ultimately, this 
comprehensive approach to vendor risk management helps organizations secure their supply chains and safeguard 
their operations against disruptions. 

3. Comparative Analysis of U.S. and Canadian Regulatory Environments 

In developing a vendor risk assessment model to secure supply chains in U.S. and Canadian markets, understanding the 
regulatory environments of both countries is essential. The regulatory frameworks in the U.S. and Canada share certain 
similarities but also exhibit significant differences, which have important implications for vendor risk management 
practices. The diverse regulatory landscapes of the two nations necessitate tailored strategies to ensure compliance and 
effective risk assessment practices when managing vendors in each jurisdiction. The comparative analysis of these 
regulatory environments is crucial in designing a model that addresses the specific needs and requirements of both 
markets while maintaining a unified approach to securing supply chains. 

The regulatory frameworks governing business practices in the U.S. and Canada share several key similarities, especially 
in areas related to data protection, financial regulations, and environmental standards. Both countries have robust 
regulatory regimes aimed at protecting consumers, ensuring fair business practices, and promoting operational 
transparency. For instance, both the U.S. and Canada adhere to international standards in cybersecurity and privacy 
protection. The U.S. has the Federal Trade Commission (FTC) and the Cybersecurity and Infrastructure Security Agency 
(CISA), which enforce regulations such as the Health Insurance Portability and Accountability Act (HIPAA) and the 
General Data Protection Regulation (GDPR)-aligned California Consumer Privacy Act (CCPA) at the state level (Smart, 
2017, Yeung, et al., 2017). Similarly, Canada’s Personal Information Protection and Electronic Documents Act (PIPEDA) 
provides a regulatory framework for data privacy and security, which aligns with global standards like the GDPR. 
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However, key differences exist between the U.S. and Canadian regulatory environments. One major distinction is the 
approach to data sovereignty and protection. While both countries are committed to safeguarding personal data, Canada 
places a stronger emphasis on protecting data within its borders through policies that prioritize data residency. This 
has implications for vendor risk assessments, as companies operating in Canada must ensure that their data storage 
and management practices comply with the requirements for storing and processing data locally (Flores, 2019, Park, 
2015). In contrast, U.S. regulations often prioritize cross-border data flows, and American companies tend to favor 
global cloud-based solutions that store data in various international jurisdictions. These differing approaches influence 
the way vendors are assessed in each market, as companies in Canada may require additional safeguards and 
compliance assurances from vendors who handle sensitive data. 

Another notable difference is the regulatory approach toward anti-corruption and bribery laws. The U.S. has stringent 
regulations in this regard, notably the Foreign Corrupt Practices Act (FCPA), which makes it illegal for U.S. companies 
to engage in bribery or corrupt practices with foreign officials. The FCPA also has extraterritorial reach, meaning it 
applies to foreign entities that do business with U.S. firms. In Canada, the equivalent is the Corruption of Foreign Public 
Officials Act (CFPOA), but the enforcement and application of this law are perceived to be less aggressive than the FCPA 
(Callaghan, 2018, Trew, 2021). This distinction creates a unique challenge for companies operating across both markets, 
as they must ensure that their vendor relationships and supply chain practices comply with these differing standards. 

The implications of these regulatory differences for vendor risk assessment practices are significant. In the U.S., the 
focus is more on ensuring that vendors comply with laws governing data protection, cybersecurity, and anti-corruption, 
often with a view to facilitating global trade and operational flexibility. Vendor risk assessments in the U.S. tend to place 
a heavier emphasis on ensuring vendors adhere to broad, national regulations like the FCPA, as well as state-level 
privacy regulations such as CCPA (Al-Hassan, et al., 2020, Haugh, 2018, Zaccari, 2016). In Canada, however, risk 
assessments must consider stricter data residency and localization requirements, in addition to ensuring compliance 
with Canadian privacy laws. Companies must carefully evaluate their vendors' data handling practices and assess the 
risk associated with cross-border data transfers, particularly with vendors based outside of Canada. 

The different regulatory approaches also affect how companies in each market approach financial regulations. The U.S. 
has a complex web of financial regulations at the federal and state levels, including the Sarbanes-Oxley Act (SOX), the 
Dodd-Frank Act, and various state-specific regulations. These laws impose stringent requirements on vendors who 
provide financial services, requiring thorough due diligence and compliance audits to ensure vendors meet the 
necessary financial and reporting standards (Ele & Oko, 2016, Nicho, et al., 2017, Papazafeiropoulou & Spanaki, 2016). 
In Canada, financial regulations are more centralized, with the Office of the Superintendent of Financial Institutions 
(OSFI) overseeing the financial sector’s regulatory framework. The streamlined regulatory environment in Canada 
means that vendor risk assessments may be simpler in this domain, but companies must still account for specific 
industry regulations and maintain robust financial oversight in their relationships with vendors. 

Localization strategies for implementing a vendor risk assessment model in the U.S. and Canada are necessary to 
address these regulatory differences while ensuring a consistent and effective approach to vendor risk management. 
For U.S.-based companies, the focus should be on building flexibility into the risk assessment model to accommodate 
the diverse regulatory landscape. This may involve integrating compliance tools that address state-specific privacy laws 
like CCPA, while also ensuring that vendors comply with federal regulations such as HIPAA and FCPA (Recor & Xu, 2016, 
Sanaei, et al., 2016, Sikdar, 2021). The model should also incorporate tools for assessing the cybersecurity practices of 
vendors to ensure compliance with national standards such as those set by CISA and the National Institute of Standards 
and Technology (NIST). 

For Canadian companies, the model should be more focused on data residency and sovereignty, ensuring that vendors 
comply with PIPEDA and other Canadian privacy laws. This can be achieved by implementing more rigorous vendor 
vetting processes to ensure that vendors adhere to strict data protection and storage requirements. It may also involve 
the use of compliance software that specifically addresses Canadian regulations, helping businesses track and manage 
their vendor relationships in line with Canadian legal standards (Govindji, Peko & Sundaram, 2018). For both U.S. and 
Canadian markets, the vendor risk assessment model should incorporate mechanisms for tracking the evolving 
regulatory landscape, ensuring that companies can remain agile and respond to regulatory changes as they arise. 

Furthermore, localization strategies should address the operational and cultural differences between the two countries. 
In the U.S., businesses tend to prioritize operational flexibility and scalability, which may encourage the adoption of 
cloud-based systems and global supply chain practices. The vendor risk assessment model in the U.S. should incorporate 
criteria that reflect this global mindset, such as evaluating a vendor’s ability to meet international standards and handle 
cross-border data transfers (Fefer, 2019, Sullivan, 2019, Voss, 2019). In contrast, Canadian companies may place greater 
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emphasis on vendor risk mitigation strategies that are focused on local compliance and regulatory adherence. The 
model should therefore incorporate specific considerations for managing risks associated with cross-border data flows, 
especially in sectors like finance and healthcare. 

In conclusion, the comparative analysis of the U.S. and Canadian regulatory environments highlights the need for a 
tailored approach to developing a vendor risk assessment model. While both countries share similar regulatory goals 
in terms of data protection, financial regulations, and anti-corruption laws, there are distinct differences that must be 
taken into account (Minssen, et al., 2020, Tian, 2016). Companies operating in both markets must ensure their vendor 
risk assessment practices are adaptable and localized to comply with the unique regulatory requirements of each 
country. By understanding the regulatory nuances of the U.S. and Canada, organizations can develop a comprehensive, 
effective model for securing their supply chains and minimizing vendor-related risks. 

4. Methodology 

The methodology for developing a vendor risk assessment model to secure supply chains in U.S. and Canadian markets 
involves a structured approach that integrates both qualitative and quantitative research methods. A mixed-methods 
approach provides a comprehensive understanding of the complex dynamics that shape vendor risk and supply chain 
vulnerabilities in these markets. By combining qualitative insights from supply chain professionals with quantitative 
data on risks and disruptions, the methodology ensures that the model developed is both practical and data-driven, 
capable of adapting to the evolving landscape of global supply chains. 

The research design is based on a mixed-methods approach, where both qualitative and quantitative analysis are used 
to collect a rich set of data. This methodology allows for an in-depth exploration of the factors influencing vendor risk 
while also providing a solid statistical foundation for risk assessment. Qualitative methods, including interviews and 
surveys with industry experts, provide insights into the subjective aspects of vendor risk, such as vendor reliability, 
compliance culture, and operational risk factors that may not be captured in existing quantitative datasets (Celeste & 
Fabbrini, 2020, Mattoo & Meltzer, 2018, Tehrani, Sabaruddin & Ramanathan, 2018). These expert opinions are crucial 
for understanding the nuanced relationships between vendors and the various operational, financial, and geopolitical 
challenges that impact supply chain security in the U.S. and Canadian contexts. On the other hand, quantitative analysis 
involves gathering empirical data on vendor performance, historical disruptions, and risk events to provide statistical 
evidence of patterns and correlations that can inform the development of the model. 

Data collection methods are designed to capture a broad spectrum of insights, focusing on both the strategic and 
operational dimensions of vendor risk management. Surveys and interviews with supply chain professionals in both 
the U.S. and Canada will serve as the primary sources of qualitative data. These will target professionals from industries 
such as manufacturing, logistics, technology, and healthcare, where vendor risk management is critical to operational 
success (Malhotra, 2018, McCubbrey, 2020). The survey instrument will include questions designed to assess how these 
professionals perceive risks associated with vendors, their experiences with vendor-related disruptions, and the 
existing strategies they use to manage vendor relationships. The interviews will provide deeper insights into the 
decision-making processes surrounding vendor selection, risk mitigation, and crisis management, offering valuable 
qualitative data on best practices and challenges faced by supply chain managers. 

In addition to primary data collection from professionals, case studies of successful and failed vendor partnerships will 
be examined. These case studies will offer concrete examples of vendor risks in action and highlight the practical 
challenges of assessing vendor performance and mitigating risks in real-world scenarios. The case studies will include 
both U.S. and Canadian firms, allowing for a comparative analysis of how vendor risk management is approached in 
different regulatory and market contexts (Aboelfotoh & Hikal, 2019, Garrett, 2018, Shackelford, et al., 2015). By studying 
the outcomes of these partnerships, the research will identify key factors that contribute to successful vendor 
relationships and supply chain resilience, as well as the lessons learned from failed partnerships. 

Once the data is collected, the next phase of the methodology involves applying advanced data analysis techniques to 
process and interpret the findings. Statistical modeling and predictive analytics will be used to quantify the risks 
associated with various vendor characteristics, such as financial stability, cybersecurity preparedness, and compliance 
with industry regulations. This approach will help establish the correlation between specific vendor attributes and the 
likelihood of disruptions, enabling the identification of high-risk vendors and critical vulnerabilities within the supply 
chain. Statistical models, such as regression analysis or factor analysis, will allow for the measurement of risk factors 
across different vendor types and industry sectors, providing actionable insights into how supply chain risks can be 
mitigated at various levels of vendor engagement. 
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In addition to traditional statistical methods, machine learning techniques will be employed to improve the predictive 
power of the vendor risk assessment model. Machine learning algorithms, such as decision trees, support vector 
machines, or neural networks, will be trained on historical data from vendor partnerships and supply chain disruptions. 
These models can learn from patterns in the data and predict future risk events based on input features like vendor 
location, industry, historical performance, and external factors such as geopolitical risk or economic downturns (Franco, 
Lacerda & Stiller, 2022, Georgiadou, Mouzakitis & Askounis, 2021, Knowles, et al., 2015). Machine learning techniques 
will be particularly useful in scenario planning and risk prediction, allowing businesses to simulate potential risks under 
various scenarios and develop contingency plans accordingly. By leveraging these advanced techniques, the vendor risk 
assessment model will not only assess current risks but also forecast potential disruptions, enabling proactive risk 
management. 

The final stage of the methodology involves validating and testing the developed vendor risk assessment model in real-
world supply chain environments. Pilot testing will be conducted with a select group of companies that represent 
different sectors and supply chain complexities in the U.S. and Canada. These companies will implement the model 
within their operations, assessing its ability to identify and mitigate vendor risks effectively. The pilot testing phase will 
involve using the model to evaluate existing vendor relationships, monitor supply chain performance, and simulate 
potential risks to gauge the model’s accuracy and effectiveness (Sabillon, et al., 2017, Shackelford, Russell & Haut, 2015). 
Feedback from participating companies will be crucial in refining the model, as it will provide insights into any 
limitations or gaps in the assessment process. For instance, companies may find that certain vendor attributes are more 
predictive of risk than others, or that the model’s complexity makes it difficult to apply in certain supply chain contexts. 

Iterative improvement will be a key feature of the testing phase. After the initial round of pilot testing, the model will 
be adjusted based on feedback and new data collected from the testing phase. This may involve tweaking the risk 
assessment criteria, refining the data analysis techniques, or integrating additional risk factors that were not previously 
considered. Feedback loops will ensure that the model evolves continuously to meet the dynamic nature of supply chain 
risks (Burke, et al., 2019, Demchak, et al., 2016, Kour, Karim & Thaduri, 2020). The iterative process of testing, feedback, 
and improvement will help ensure that the final model is both accurate and adaptable to the diverse needs of companies 
operating in the U.S. and Canadian markets. 

Moreover, the feedback gathered during pilot testing will not only help refine the risk assessment model but also inform 
the broader implementation strategy for businesses seeking to adopt it. Companies that participate in the pilot testing 
phase will provide valuable insights into how the model can be incorporated into existing supply chain management 
systems, what training and support will be required for successful adoption, and any challenges that companies face 
when using the model in their operations (Aliyu, et al., 2020, Brown, 2018, Miron, 2015). By incorporating real-world 
feedback into the development process, the methodology ensures that the final model is both practical and effective in 
enhancing the security and resilience of supply chains in U.S. and Canadian markets. 

In conclusion, the methodology for developing a vendor risk assessment model to secure supply chains in U.S. and 
Canadian markets integrates both qualitative and quantitative data collection methods, advanced data analysis 
techniques, and iterative validation processes. By leveraging insights from supply chain professionals, case studies, 
statistical modeling, and machine learning, the research will develop a robust, data-driven model that can help 
businesses identify, assess, and mitigate vendor-related risks (Miron & Muita, 2014). Through pilot testing and 
continuous feedback loops, the model will be refined to ensure that it meets the evolving needs of supply chain 
managers in both countries, providing them with the tools they need to secure their vendor relationships and enhance 
supply chain resilience. 

4.1. Technological Integration in the Model 

Technological integration plays a critical role in developing a comprehensive vendor risk assessment model for securing 
supply chains in U.S. and Canadian markets. By leveraging cutting-edge technologies such as blockchain, artificial 
intelligence (AI), and robust cybersecurity measures, the model can enhance its effectiveness, offering businesses 
advanced tools for risk identification, assessment, and mitigation. These technologies provide transparency, predictive 
insights, and security, which are essential for safeguarding the integrity of supply chains and ensuring compliance with 
evolving regulations and standards. 

Blockchain technology can play a significant role in enhancing transparency and traceability in supply chains. 
Blockchain is a decentralized and immutable ledger system that records transactions across multiple computers in such 
a way that the records cannot be altered retroactively. In the context of vendor risk assessment, blockchain can be used 
to track the entire lifecycle of products and services across the supply chain. By creating an immutable and transparent 
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record of all transactions between vendors and stakeholders, blockchain allows for improved visibility into the flow of 
goods, financial transactions, and compliance with standards (Burns, 2019, Shackelford & Bohm, 2016, Stoddart, 2016). 
This transparency reduces the risk of fraud, non-compliance, and operational inefficiencies, as every party involved in 
the supply chain can view and verify the information in real-time. Blockchain also ensures that vendors are held 
accountable for their actions, as their records are accessible, preventing issues like false reporting or failure to meet 
agreed-upon standards. In addition, blockchain technology can provide an auditable trail of all actions, which is crucial 
in ensuring compliance with regulatory frameworks and responding to audits or investigations related to vendor 
performance. 

Artificial Intelligence (AI) has the potential to revolutionize the way supply chain risks are assessed and managed. One 
of the key applications of AI in this context is predictive analytics, which leverages machine learning algorithms to 
forecast potential risks based on historical data, patterns, and trends. Predictive analytics can be used to assess the 
likelihood of specific risks occurring within a given vendor relationship or across a supply chain network. For example, 
by analyzing vendor performance data, AI algorithms can identify warning signs of financial instability, compliance 
violations, or operational disruptions before they happen. This allows companies to take proactive measures to address 
potential risks before they manifest, reducing the likelihood of costly disruptions and improving the resilience of the 
supply chain. Early warning systems, powered by AI, can alert supply chain managers to emerging risks and provide 
them with the necessary insights to act swiftly and make informed decisions. By incorporating AI-driven predictive 
models into the vendor risk assessment process, companies can ensure that they are prepared for potential disruptions, 
rather than reacting to them after they have already occurred. 

Furthermore, AI can enhance the vendor selection process by analyzing large datasets to identify the best vendors based 
on a variety of factors, including financial health, compliance history, and past performance. AI can evaluate these 
factors at a speed and scale far beyond human capabilities, ensuring that businesses can make data-driven decisions 
when selecting or managing vendors. This ability to process vast amounts of data also supports more accurate and 
timely risk assessments, as AI can integrate and analyze data from diverse sources, including financial statements, 
regulatory filings, social media sentiment, and news articles. Additionally, AI can be used for continuous monitoring of 
vendor activities, ensuring that any deviations from expected performance are detected early and acted upon promptly. 

Cybersecurity measures are another critical component of the vendor risk assessment model. In an increasingly 
interconnected world, ensuring secure data exchange between vendors and stakeholders is essential for protecting 
sensitive information and maintaining the integrity of the supply chain. Cybersecurity measures help mitigate the risks 
associated with data breaches, hacking, and cyberattacks, which can have devastating effects on supply chain 
operations. By integrating strong cybersecurity protocols into the vendor risk assessment process, businesses can 
ensure that the exchange of information between vendors, partners, and stakeholders is secure and protected from 
external threats. 

The first step in integrating cybersecurity into the model is the establishment of secure communication channels 
between all parties involved in the supply chain. This can be achieved through the use of encryption technologies, which 
ensure that data exchanged between vendors and stakeholders is unreadable to unauthorized parties. Encryption 
provides a safeguard against cyberattacks, such as man-in-the-middle attacks, where malicious actors intercept and 
manipulate data during transmission (Gow, 2019, Pomerleau & Lowery, 2020). In addition to encryption, businesses 
should implement multi-factor authentication (MFA) to ensure that only authorized users can access sensitive supply 
chain data. MFA requires users to provide multiple forms of identification before gaining access, making it significantly 
more difficult for cybercriminals to gain unauthorized access to critical systems. 

Another important aspect of cybersecurity in the vendor risk assessment model is the continuous monitoring of 
vendors’ security practices. Vendors should be required to implement stringent cybersecurity measures, such as 
firewalls, intrusion detection systems (IDS), and regular vulnerability assessments. These measures help detect and 
prevent potential security breaches, ensuring that vendor systems are secure from cyberattacks. Additionally, vendors 
should be regularly audited for compliance with security standards and best practices, with any deficiencies addressed 
promptly (Rass, et al., 2020, Stellios, et al., 2018). By continuously monitoring vendor cybersecurity practices, 
businesses can identify potential weaknesses in the supply chain’s security infrastructure and take corrective action 
before these weaknesses are exploited by malicious actors. 

Moreover, businesses should implement a system of data classification and access control to ensure that sensitive 
information is only accessible to authorized personnel. This means that vendors must restrict access to confidential 
data, such as intellectual property, trade secrets, or customer information, and implement strict protocols for data 
sharing. Data classification systems can help organizations identify which information is most sensitive and ensure that 
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it is protected with the highest levels of security. For example, access to highly sensitive data could be restricted to a 
small group of trusted individuals, while less critical information could be more widely accessible. 

The integration of these cybersecurity measures into the vendor risk assessment model will ensure that data exchanged 
between vendors and stakeholders remains secure, minimizing the risk of data breaches, intellectual property theft, and 
other cyber-related threats. By requiring vendors to adhere to robust cybersecurity standards, businesses can safeguard 
their supply chain from the increasing threat of cyberattacks and ensure that their operations remain secure and 
resilient. 

In conclusion, the integration of blockchain, artificial intelligence, and cybersecurity measures into the vendor risk 
assessment model provides a comprehensive solution to securing supply chains in U.S. and Canadian markets. 
Blockchain enhances transparency and traceability, AI enables predictive analytics and early warning systems, and 
cybersecurity measures ensure secure data exchange between vendors and stakeholders (Cantelmi, Di Gravio & 
Patriarca, 2021, Carter & Sofio, 2017).. By incorporating these advanced technologies, businesses can proactively 
identify, assess, and mitigate vendor risks, enhancing the resilience and security of their supply chains. As supply chains 
continue to become more complex and interconnected, the role of technological integration will only grow, providing 
companies with the tools they need to navigate the challenges of an increasingly digital and globalized marketplace. 

5. Results and Discussion 

The development of a Vendor Risk Assessment Model to secure supply chains in the U.S. and Canadian markets has 
yielded valuable insights regarding its effectiveness, challenges, and potential for future research. The model’s key 
objective is to create a data-driven, comprehensive framework that enables organizations to identify, assess, and 
mitigate risks within their supply chain networks. Through pilot testing and feedback from stakeholders, the model has 
shown potential in improving the resilience and security of supply chains, although challenges and limitations have 
been identified that require further exploration and refinement. 

One of the key findings from the pilot testing of the proposed vendor risk assessment model is its effectiveness in 
providing a structured and data-driven approach to risk identification and evaluation. The pilot testing, conducted with 
a select group of companies across diverse industries, demonstrated that the model’s risk identification process 
effectively captured a wide range of potential threats, including financial instability, cybersecurity vulnerabilities, and 
compliance issues (Bridge & Bradshaw, 2017, Papert & Pflaum, 2017). Stakeholders, including supply chain managers 
and procurement officers, reported that the model’s segmentation of vendors based on criticality and risk levels enabled 
them to prioritize their risk mitigation efforts more effectively. This prioritization is critical for organizations operating 
in dynamic and highly competitive markets, where resource constraints often necessitate focusing on the most critical 
risks first. 

Furthermore, the use of predictive analytics and machine learning techniques to assess and predict vendor-related risks 
has proven to be a valuable component of the model. The ability to forecast potential risks based on historical data and 
patterns has provided organizations with early warnings about emerging vulnerabilities, enabling them to take 
preventive measures before disruptions occur. Companies involved in the pilot testing also appreciated the use of AI-
driven early warning systems, which helped them monitor vendor performance continuously and adjust their strategies 
accordingly. The combination of these advanced technologies allowed for a more proactive approach to risk 
management, which is essential in minimizing the negative impact of supply chain disruptions. 

However, despite the positive results from pilot testing, several challenges and limitations have been identified during 
the implementation process. One of the primary barriers is the lack of standardization across supply chains, especially 
when dealing with multiple vendors from different regions and industries. Variations in data formats, reporting 
standards, and compliance requirements make it difficult to collect and analyze data consistently across the supply 
chain network. While the proposed model aims to address these discrepancies through the integration of diverse data 
sources, the lack of standardized data remains a significant hurdle (Chen, Zhang & Delaurentis, 2014, Urciuoli, et al., 
2014). This challenge is particularly evident when working with small or mid-sized vendors who may lack the resources 
or infrastructure to implement the data-sharing protocols necessary for effective risk assessment. In these cases, 
ensuring data accuracy and consistency becomes increasingly difficult, which may compromise the reliability of the risk 
assessment process. 

Another significant challenge lies in the scalability of the model. Although the model has shown promise in smaller-scale 
pilot tests, scaling it across large, complex supply chains with numerous vendors introduces several logistical and 
operational challenges. Larger supply chains often involve a vast number of vendors, each with its own set of risks and 
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unique characteristics. This complexity can overwhelm the model’s capacity to effectively assess risks in real-time, 
especially in dynamic environments where risk factors can change rapidly (Gao, et al., 2020, Schlegel & Trent, 2014). As 
a result, organizations may struggle to apply the model universally across their entire supply chain, limiting its overall 
effectiveness. Furthermore, the reliance on machine learning and predictive analytics requires significant amounts of 
historical data, which may not always be available for every vendor, especially in cases where vendors are newly 
onboarded or operate in emerging markets. 

Another barrier to the model’s implementation is the cost associated with integrating advanced technologies such as 
blockchain, AI, and machine learning into existing supply chain management systems. Small and medium-sized 
enterprises (SMEs), in particular, may find it challenging to invest in the necessary infrastructure to support the model, 
limiting its adoption across different types of organizations. While larger corporations with more resources may be able 
to integrate these technologies with relative ease, smaller organizations may struggle to bear the initial costs, which 
could delay or prevent widespread adoption of the model. 

Despite these challenges, there are several recommendations for overcoming the limitations of the proposed model and 
enhancing its overall effectiveness. One key recommendation is to focus on improving data standardization across 
supply chains. By collaborating with industry groups, regulatory bodies, and technology providers, companies can work 
toward creating standardized data formats and reporting requirements that make it easier to share and analyze data 
across vendor networks (Hobbs, 2020, Lawrence, et al., 2020). This would help ensure that the data used in risk 
assessments is accurate, consistent, and comparable, regardless of the size or location of the vendor. In addition, 
businesses could benefit from developing partnerships with data-sharing platforms and third-party providers who 
specialize in aggregating and analyzing supply chain data. These platforms can offer pre-built integrations with a wide 
range of vendors, making it easier for companies to gather and assess data without having to invest in complex data 
collection and management systems. 

To address the scalability issue, future iterations of the model should focus on developing modular and customizable 
risk assessment tools that can be adapted to different supply chain contexts. A more flexible approach would allow 
businesses to tailor the model to their specific needs, taking into account the size, complexity, and geographical scope 
of their supply chain operations. This customization could include the ability to assess different types of risks based on 
the unique characteristics of individual vendors, such as financial stability, cybersecurity preparedness, or geopolitical 
risks. By offering a more adaptable framework, the model would be better equipped to handle the diverse range of 
challenges that arise in larger, more complex supply chains. 

Another key recommendation is to improve the accessibility of advanced technologies, such as AI and blockchain, for 
smaller organizations. This could be achieved by providing more affordable and user-friendly solutions, including cloud-
based platforms and software-as-a-service (SaaS) offerings that allow businesses to access these technologies without 
the need for large upfront investments (Kumar, Himes & P. Kritzer, 2014, Monaghan & Walby, 2017). Additionally, 
industry partnerships could be leveraged to create shared infrastructure for risk assessment, reducing the cost burden 
on individual organizations while increasing the overall efficiency and effectiveness of the model. 

Finally, future research should explore the long-term impact of the vendor risk assessment model on supply chain 
resilience and security. While the pilot tests have demonstrated the model’s potential to enhance risk management, 
further studies are needed to assess its effectiveness in the long term, particularly in the context of large, dynamic supply 
chains. Researchers should also investigate the potential for integrating the model with other risk management 
frameworks, such as business continuity planning and disaster recovery, to create a more comprehensive approach to 
supply chain security. 

In conclusion, the development of a Vendor Risk Assessment Model to secure supply chains in the U.S. and Canadian 
markets has shown promising results in improving risk identification, assessment, and mitigation. While challenges 
related to data standardization, scalability, and technology integration remain, there are clear opportunities to refine 
the model and overcome these barriers (Boyson, 2014, Linkov, et al., 2014). By focusing on data standardization, 
scalability, and accessibility, businesses can unlock the full potential of the model and improve the resilience and 
security of their supply chains. Future research will be essential in refining the model and exploring its long-term impact 
on supply chain operations. 

6. Conclusion 

In conclusion, the development of a comprehensive Vendor Risk Assessment Model to secure supply chains in the U.S. 
and Canadian markets represents a significant advancement in the way organizations approach risk management. This 
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model offers a systematic and data-driven framework to identify, assess, and mitigate risks within supply chains, 
addressing critical vulnerabilities such as cybersecurity, financial stability, and regulatory compliance. By incorporating 
advanced technologies like artificial intelligence, machine learning, and blockchain, the model enables businesses to not 
only monitor risks in real-time but also predict potential disruptions before they escalate, allowing for proactive risk 
management strategies. 

The implementation of this model promises long-term benefits for businesses operating in the U.S. and Canadian 
markets. As supply chains become more interconnected and globalized, the ability to efficiently and accurately assess 
vendor risks is crucial to maintaining operational continuity and resilience. Organizations can leverage this model to 
enhance decision-making, prioritize resources, and ensure that their vendor relationships align with broader business 
objectives, regulatory requirements, and security standards. Furthermore, the model’s focus on continuous monitoring 
and evaluation ensures that businesses can adapt to changing market conditions and evolving risks, further 
strengthening the overall resilience of their supply chains. 

This model has the potential to drive significant improvements in supply chain management practices. It empowers 
businesses to take a more proactive and informed approach to risk assessment, moving away from reactive strategies 
that often leave organizations vulnerable to disruptions. By emphasizing the importance of collaboration between 
vendors, stakeholders, and regulatory bodies, the model fosters a culture of transparency and accountability within 
supply chains, promoting greater trust and long-term partnerships. Additionally, the use of advanced analytics and 
predictive technologies contributes to a more agile and responsive supply chain, enabling businesses to quickly adapt 
to unforeseen challenges while safeguarding their operations. 

As businesses in both the U.S. and Canada continue to navigate the complexities of global supply chains, the adoption of 
the proposed Vendor Risk Assessment Model will be a critical step in enhancing supply chain security and resilience. 
While challenges remain, particularly around data standardization and scalability, the model provides a valuable 
foundation for improving risk management practices. Future research and continuous refinement of the model will 
ensure that it remains a robust and adaptable solution for businesses seeking to secure their supply chains against 
emerging risks and disruptions. 
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