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ABSTRACT 

Interoperable digital health systems connect electronic health records, patient portals, clinical services, administrative 
platforms, and third-party applications, creating dependencies that can propagate requirement changes across 
workflows, data exchanges, privacy constraints, and security controls. This study develops a privacy-aware 
requirements traceability and risk intelligence framework to identify such dependencies and assess associated risks. 
The framework represents requirements, components, workflows, data elements, privacy constraints, security controls, 
and organizational responsibilities in a typed multi-relational graph. Analytical risk scoring is combined with 
explainable machine learning to detect high-risk states and identify contributing factors. Evaluation uses 10 synthetic 
healthcare architectures, 15 public standards and implementation documents, and 120 simulated requirement change 
scenarios. The proposed graph detected conflicts in 112 of 120 simulated requirement change scenarios, corresponding 
to a 93.3% detection rate. The combined analytical and ML model achieved 86.3% precision, 84.1% recall, and 85.2% 
F1 score. These findings show that integrated traceability can support change impact analysis, privacy assessment, and 
interpretable risk review. Future work should test the framework with real healthcare systems and organizational 
incident data. 
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1 INTRODUCTION 

Interoperable digital health systems connect EHRs, patient portals, administrative platforms, clinical decision support, 
and third-party services. These connections create dependencies among requirements, workflows, data exchange, 
privacy constraints, and security controls. A change in one requirement can therefore affect multiple connected artifacts 
and create operational, privacy, or compliance risks. Existing research addresses these areas largely separately, with 
limited integration between traceability, privacy analysis, and explainable risk assessment.  

2 BACKGROUND AND MOTIVATION 

Requirements traceability supports change impact analysis, while healthcare interoperability research addresses 
integration and semantic issues across heterogeneous systems. Privacy and security studies show the risks associated 
with sensitive health data moving across connected services. Explainable analytics can identify factors behind predicted 
risk, but existing work mainly focuses on healthcare prediction rather than risks caused by requirement, workflow, 
interface, and access changes.  

2.1 Problem Statement 

Conventional traceability methods provide limited support for multi-hop dependencies involving requirements, 
components, workflows, data elements, privacy constraints, and security controls. They also provide limited support 
for combining operational impact, privacy impact, conflict detection, and interpretable risk analysis. This creates a need 
for a unified model that can trace requirement changes across interconnected healthcare artifacts and identify their 
potential risk factors.  

2.2 Proposed Solution 

This paper proposes a privacy-aware requirements traceability and risk intelligence framework based on a directed, 
labeled, multi relational graph. The model links requirements, components, workflows, data, privacy constraints, 
security controls, and organizational responsibilities through typed dependencies. It combines analytical risk scoring 
with explainable machine learning to identify high risk states and their contributing factors. The framework is evaluated 
using synthetic healthcare architectures, public standards, and simulated requirement change scenarios, and is 
compared with matrix based tracing and simple dependency graphs.  

 

Figure 1: Proposed framework for privacy- aware requirements traceability and risk intelligence 

2.3 Contributions 

The main contributions of this study are a privacy-aware graph model for multi artifact requirements traceability, an 
integrated risk scoring method that combines operational and privacy impact, and an explainable machine learning 
layer for high risk state prediction. The framework is further evaluated against conventional approaches using conflict 
detection, precision, recall, F1 score, and feature contribution analysis. 
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3 LITERATURE REVIEW 

Interoperable digital health systems create dependencies among requirements, workflows, data exchange, privacy 
controls, and system components. Existing research largely addresses these areas separately, leaving limited integration 
between requirements traceability, privacy analysis, and explainable risk assessment. 

3.1 Requirements Traceability 

Requirements traceability links requirements with related software artifacts and supports impact analysis when 
systems change. Demi et al. [1], Mucha et al. [2], and Koboyatshwene and Ayalew [3] identify persistent challenges in 
automated and early stage traceability. However, interoperable healthcare systems require tracing across 
requirements, workflows, data exchange, access rules, and system components. 

3.2 Healthcare Interoperability 

Healthcare interoperability connects heterogeneous systems, data structures, and applications. Torab Miandoab et al. 
[4] and Amar et al. [5] identify integration and semantic challenges, including those associated with FHIR. Existing work 
does not fully connect interface and data exchange changes with privacy, security, and workflow consequences. 

3.3 Privacy and Security 

Healthcare information systems require privacy and security controls because sensitive data can move across multiple 
applications and services. Keshta and Odeh [6] highlight security and privacy challenges in electronic health records, 
while changes to access, authentication, or information sharing can affect both system behavior and information 
exposure. 

3.4 Explainable Risk Analytics 

Explainable AI supports interpretation of analytical results in healthcare. Loh et al. [7] and Niu et al. [8] examine 
explainable healthcare applications and risk prediction. Similar techniques can support information system risk 
analysis by identifying the requirements, interfaces, workflows, and privacy conditions associated with high risk states. 

3.5 Integrated Traceability and Risk Intelligence 

The literature shows separate development of requirements traceability [1]-[3], healthcare interoperability [4], [5], 
privacy and security [6], and explainable healthcare analytics [7], [8]. 

The proposed framework connects these areas through a multidimensional model involving functional requirements, 
system components, healthcare workflows, data exchange, privacy constraints, security controls, and organizational 
responsibilities. 

3.6 Research Gaps 

Three gaps are evident. First, requirements traceability provides limited support for privacy sensitive dependencies in 
interconnected healthcare systems. Second, interoperability research does not fully connect information exchange with 
requirement changes and privacy consequences. Third, explainable healthcare analytics focuses mainly on clinical 
prediction rather than risks caused by changes in requirements, workflows, access rules, and interfaces. The proposed 
framework addresses these gaps through graph-based dependency modeling, risk scoring, and explainable machine 
learning. 

4 METHODOLOGY 

This section presents the process for constructing and evaluating the privacy-aware requirements traceability and risk 
intelligence framework. The methodology comprises six stages: system scoping, data curation, graph-based modeling, 
risk scoring and explainable analytics, experimental simulation, and comparative validation. 

4.1 System Architecture 

The study considers interoperable digital health systems comprising EHRs, patient portals, administrative platforms, 
clinical decision support modules, and third-party services. The system boundary includes functional requirements, 
privacy constraints, security controls, data exchange interfaces, and organizational responsibilities. A reference 
architecture incorporates HL7/FHIR APIs, message brokers, identity providers, and consent management services to 
define the artifacts used for traceability and risk analysis. 
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Figure 2: System architecture of the interoperable digital health information system. 

The architecture links major applications, integration services, actors, and privacy and security controls, providing the 
structural basis for subsequent traceability and risk analysis. 

4.2 Data Collection and Curation 

Artifacts are collected from three sources: synthetic healthcare architectures representing multi vendor EHRs, cross 
organization data sharing, and patient mediated access; public interoperability standards and implementation guides, 
including HL7 FHIR and US Core; and simulated requirement change scenarios covering patient access, data sharing, 
authentication, and interface updates. 

Table 1: Data sources used for constructing and evaluating the privacy-aware requirements traceability and 
risk-intelligence framework. 

Source type Description Example artifacts Volume 
/ count  

Role in methodology 

Synthetic 
architectures 

Modeled multi-system 
hospital networks with 
realistic interoperability 
patterns 

Component inventories, 
interface specifications, 
workflow diagrams, data 
dictionaries 

10 Basis for graph 
construction and 
scenario simulation 

Public 
standards 

Interoperability, privacy, 
and security specifications 
from open healthcare 
initiatives 

HL7 FHIR resources, US Core 
profiles, consent models, 
access control policies 

15 Reference basis for 
dependency 
definitions and privacy 
constraints 

Change 
scenarios 

Simulated requirement and 
workflow modifications 
reflecting real-world 
updates 

Modified patient-access rules, 
new data-sharing permissions, 
API version changes, updated 
authentication flows 

120 Input for impact 
analysis, risk scoring, 
and evaluation 

The dataset comprises 10 synthetic healthcare architectures, 15 public standards and implementation documents, and 
120 simulated requirement change scenarios.  All artifacts are normalized into a common schema. Requirements, 
components, workflows, data exchanges, privacy constraints, security controls, and organizational responsibilities are 
assigned stable identifiers and linked attributes for graph construction. Ambiguities are resolved through predefined 
rule-based heuristics applied consistently across the simulated artifacts. 

4.3 Graph-Based Dependency Modeling 

We represent the system as a directed, labeled, multi-relational graph { 𝐺 = (𝑉, 𝐸) }; where (V) represents 
requirements, system components, workflows, data elements, privacy constraints, security controls, and organizational 
responsibilities. The edge set (E) represents typed dependencies among these artifacts, including “implements,” 
“depends on,” “exchanges data with,” “constrained by,” and “enforced by.” 

Let (T) denote the set of dependency types. For each (t\in T), the corresponding relationship is represented as  𝑅𝑡 ⊆
𝑉 × 𝑉 , 𝑡 ∈ 𝑇. The complete edge set is defined as: 
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𝐸 = ⋃ 𝑅𝑡

𝑡∈𝜏

  

This structure supports multi-hop reasoning, for example from a requirement to a component, then to a data element, 
and finally to a privacy constraint. 

 

Figure 3: Requirements traceability graph with privacy aware risk path. 

This figure shows dependencies among requirements, workflows, components, data elements, and constraints. The 
highlighted path shows how a privacy-related requirement can propagate across connected system artifacts. 

4.4 Risk Scoring and Explainable Analytics 

For each requirement change or conflicting state, we compute a risk score R as a weighted combination of operational 
and privacy impact: 

R=w_o⋅I_o+w_p⋅I_p 

Where, I_o  is the operational impact score (for example number of affected components, workflows, and interfaces), 
I_p  is the privacy impact score (for example sensitivity of exposed data, number of patients affected, and regulatory 
severity), and w_o,w_p are weights reflecting organizational priorities with w_o+w_p=1. Operational impact I_o is 
derived from graph traversal counts and criticality labels, where core clinical services are weighted higher. Privacy 
impact I_p combines data sensitivity levels, consent coverage, and jurisdictional rules. 

We further define a conflict severity metric C for detected requirement conflicts: 

C=∑_(k=1)^k▒〖α_k⋅s_k 〗 

Where, s_k  is the severity of conflict type k (for example contradictory access rules or inconsistent data retention 
policies) and α_k is its relative importance. 

To complement analytical scoring, the high-risk prediction model uses graph-derived features including affected node 
count, affected edge count, dependency density, privacy constraint density, conflict indicators, and criticality-related 
features. The model produces risk probabilities and feature importance scores to identify the requirements, interfaces, 
data elements, and privacy constraints associated with high-risk predictions. The model was trained and evaluated 
using the simulated requirement-change scenarios, with the same model configuration, data partitioning procedure, 
and validation settings applied consistently across the experimental runs. 

4.5 Experimental Design and Simulation 

The framework is evaluated through controlled experiments using synthetic healthcare architectures and standards-
derived models. The evaluation includes 10 synthetic healthcare architectures, 15 public standards and implementation 
documents, and 120 simulated requirement change scenarios. The simulated scenarios represent five major change 
categories: patient access rule changes, data sharing permission changes, authentication requirement changes, API or 
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data schema changes, and administrative workflow changes. Each scenario specifies the affected artifacts, expected 
dependency propagation paths, and predefined evaluation labels used for conflict and risk analysis. For each scenario, 
the framework updates the corresponding graph nodes and edges, performs dependency traversal, computes 
operational and privacy impact, calculates conflict severity, and generates risk predictions. Detected conflicts and risk 
classifications are then aggregated across the simulated scenarios and synthetic architectures. The simulation is 
intended to evaluate the internal behavior of the proposed framework rather than to represent observed healthcare 
incidents. Therefore, the reported results should be interpreted as simulation-based evidence, and not as direct 
evidence of performance in production healthcare environments. 

4.6 Validation and Comparative Evaluation 

The proposed framework is compared with two reference approaches: matrix-based traceability and a simple 
dependency graph without privacy or risk layers. The matrix-based approach represents direct requirement-to-artifact 
relationships, while the simple dependency graph represents dependency relationships without explicit privacy and 
risk attributes. The comparison focuses on conflict detection across the simulated requirement-change scenarios. 
Performance is reported using detection rate for conflict identification and precision, recall, and F1 score for high-risk 
state identification. Results are aggregated across the simulated scenarios and synthetic healthcare architectures. 
Because all three approaches are evaluated using the same simulated scenario set, the comparison provides a controlled 
assessment of their behavior within the constructed evaluation environment. It does not represent a comparison using 
production healthcare data. 

5 RESULTS 

This section reports findings from the simulated evaluation of the privacy aware requirements traceability and risk 
intelligence framework. We present conflict detection and risk identification results, then interpret their meaning for 
interoperable digital health systems. Finally, we outline limitations and future work. Reported values are aggregated 
over the simulated requirement-change scenarios and synthetic architectures described in Section III. 

Table 2 summarizes conflict-detection performance for the proposed framework and the two reference approaches. 
The proposed privacy-aware graph identifies conflicts in 112 of the 120 simulated requirement-change scenarios, 
corresponding to a 93.3% detection rate. The simple dependency graph identifies 95 scenarios, while matrix-based 
traceability identifies 78 scenarios. Figure 4 presents the corresponding detection rates. The results indicate that the 
graph representation with explicit privacy and risk relationships captures more simulated conflict cases than the two 
reference approaches within the constructed evaluation environment. 

Table 2: Conflict-detection capability across approaches 

Approach Scenarios with detected conflicts Detection rate 

Matrix based 78 65.0% 

Simple dependency graph 95 79.2% 

Proposed 112 93.3% 

The privacy-aware graph detects most conflicts from contradictory access rules, inconsistent data-retention policies, 
and mismatched consent coverage. Matrix-based tracing misses conflicts that emerge through multi-hop dependencies. 

 

Figure 4: Conflict detection rate across different requirement change scenarios. 
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Figure 4 compares conflict detection rates across the three approaches. The proposed privacy-aware graph detects 
conflicts in 93.3% of the simulated requirement-change scenarios, compared with 79.2% for the simple dependency 
graph and 65.0% for matrix-based traceability. 

Table 3 reports risk-identification performance for analytical scoring, ML prediction, and their combined use. The 
combined analytical and ML configuration achieved 86.3% precision, 84.1% recall, and 85.2% F1 score on the simulated 
evaluation set. These values describe performance within the constructed simulation and should not be interpreted as 
validated performance on real healthcare incident data. 

Table 3: Risk-identification performance for high-risk state prediction  

Model variant Precision (%) Recall (%) F1 score (%) 

Analytical scoring only 76.4 71.2 73.7 

ML prediction only 81.5 78.9 80.2 

Combined (analytical + ML) 86.3 84.1 85.2 

The combined model produced the highest precision, recall, and F1 values among the three evaluated variants. 
Analytical scoring provides a strong baseline rooted in domain logic, while ML adds sensitivity to complex dependency 
patterns that are hard to encode manually. 

 

Figure 5: Distribution of predicted risk scores for high-risk and non-high-risk requirement changes. 

The box plot shows the distribution of predicted risk scores for high-risk and non-high-risk requirement changes. The 
median risk score is 0.77 for high-risk cases and 0.35 for non-high-risk cases. Some overlap between the distributions 
is observed, indicating that the simulated risk scores are not perfectly separated across the two groups. 
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Figure 6: Relative contribution of selected factors associated with predicted requirement-change risk. 

This visualization presents relative contribution scores for selected requirements, data elements, and workflow 
conditions associated with predicted requirement-change risk. The values are shown on a common relative scale to 
facilitate comparison among the displayed factors. The figure is descriptive and does not represent a causal effect or an 
independently validated feature-importance measure. 

6 DISCUSSION 

The combined analytical and ML model provides complementary information in the simulated evaluation. Analytical 
scoring captures operational and privacy-related factors through predefined rules, while ML identifies patterns in graph 
derived features. The resulting analysis provides information about requirements, interfaces, data elements, and 
controls associated with predicted high-risk states within the simulated evaluation. However, the evaluation uses 
synthetic architectures and simulated scenarios, so the results do not demonstrate effects on real security incidents or 
operational failures. The traceability graph also provides a structured basis for future privacy and compliance analysis.  

6.1 Limitations and Future Work 

The evaluation relies on synthetic healthcare architectures and simulated requirement changes rather than production 
healthcare systems or organizational incident data. The risk scoring and conflict severity parameters use predefined 
criteria and therefore do not represent empirically calibrated organizational risk preferences. Similarly, the simulated 
labels used for ML evaluation may not capture the variability and complexity of real healthcare incidents. The evaluation 
also does not provide independent validation of the framework using real operational data. The machine learning 
configuration and feature attribution procedure require further specification and testing before the reported metrics 
can be generalized beyond the simulated evaluation environment. Future work will evaluate the framework using real 
healthcare systems and organizational incident data, calibrate risk parameters using domain-specific evidence, and test 
the approach across larger and more diverse interoperability environments. Future studies may also examine time-
bound consent, changing regulatory requirements, and cross-jurisdictional privacy constraints. 

7 CONCLUSION 

This study presented a privacy-aware requirements traceability and risk intelligence framework for interoperable 
digital health information systems. The framework integrates requirements, system components, workflows, data 
elements, privacy constraints, security controls, and organizational responsibilities within a multi-relational graph. 
Analytical risk scoring is combined with explainable machine learning to support high-risk state analysis. In the 
simulated evaluation, the proposed privacy-aware graph detected conflicts in 112 of 120 simulated requirement-change 
scenarios, corresponding to a 93.3% detection rate. The combined analytical and ML configuration achieved 86.3% 
precision, 84.1% recall, and 85.2% F1 score. These results indicate that integrated graph-based traceability can 
represent multi-hop dependencies and provide structured information about factors associated with simulated high-
risk states. The findings are limited to synthetic architectures and simulated requirement changes. Therefore, the 
reported results should not be interpreted as evidence of performance in production healthcare environments. Future 
work should evaluate the framework with real healthcare systems and organizational incident data, calibrate risk 
parameters using empirical evidence, and further specify and validate the machine learning and explanation 
procedures. 
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