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Abstract

The rapid adoption of multi-provider container orchestration has introduced critical vulnerabilities in chain-of-custody
(CoC) management, where logs and provenance records remain fragmented across heterogeneous cloud environments
with inconsistent trust models. This study proposes a quantum-resistant CoC framework integrating lattice-based post-
quantum signatures and zero-knowledge proofs for verifiable and privacy-preserving provenance tracking.
Experimental evaluation in a simulated Kubernetes multi-cloud environment achieved a tamper detection rate
exceeding 99.98% with acceptable performance overhead. The framework aligns with GDPR, ISO/IEC 27001, and
ISO/IEC 27037 standards, providing a robust foundation for forensic-grade provenance management in the quantum
era.
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1. Introduction

The rapid evolution of cloud-native computing has spurred widespread adoption of containerization technologies like
Docker and Kubernetes, facilitating scalable, portable microservice deployments across heterogeneous multi-cloud
infrastructures (Cloud Native Computing Foundation, 2023). While this enhances flexibility and resilience, it introduces
critical challenges in securing verifiable chain-of-custody (CoC) for digital assets and events—defined as chronological
documentation of evidence creation, access, modification, and transfer essential for digital forensics, compliance, and
DevSecOps (Casey, 2011; European Union Agency for Cybersecurity, 2023; National Institute of Standards and
Technology, 2024). Two interrelated problems persist: first, logging silos across providers fragment heterogeneous logs
(e.g., Kubernetes audit logs, container runtime events), undermining end-to-end traceability and forensic
reconstruction (Rahman et al,, 2020; Zhang et al., 2022; Cloud Security Alliance, 2023; International Organization for
Standardization, 2022). Second, reliance on classical cryptography like RSA and ECC, embedded in TLS, API
authentication, and certificate management, exposes systems to quantum threats via Shor’s algorithm, creating systemic
vulnerabilities in dynamic container orchestration (Shor, 1994; National Institute of Standards and Technology, 2023).

This study aims to design and evaluate a quantum-resistant CoC framework for multi-provider container environments,
incorporating post-quantum lattice-based protocols (e.g., Kyber, Dilithium) and a decentralized evidentiary ledger for
tamper-proof, cross-provider provenance tracking (Alagic et al., 2022; Casino et al., 2019). Related work on Kubernetes
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and Docker Swarm highlights declarative control planes, RBAC, and PKI for intra-cluster security, yet reveals
fragmentation in multi-cloud logging and vulnerability to quantum attacks (Cloud Native Computing Foundation, 2024;
Kubernetes Project, 2025; Docker Swarm, 2024; Rahman et al., 2024; Zhang et al.,, 2023). ISO 27037 standards
emphasize cryptographic integrity for static evidence handling but falter in ephemeral container contexts lacking cross-
provider synchronization (International Organization for Standardization, 2022; Casey, 2023; ENISA, 2024; Wang et al,,
2024). Emerging post-quantum cryptography (PQC) and ZK-SNARKs offer lattice-based schemes and privacy-
preserving verification, but integration into orchestration for unified CoC remains underexplored (Shor, 1994; National
Institute of Standards and Technology, 2024; Ben-Sasson et al.,, 2023; Zhang et al,, 2024; CNCF, 2025). This gap in
quantum-secure, silo-bridging mechanisms motivates the proposed framework, addressing limitations through
analysis, design, implementation, and evaluation in simulated multi-cloud Kubernetes setups.

The significance of this work lies in bolstering operational trust, legal admissibility of evidence, and resilience against
quantum adversaries in cloud-native systems, aligning with forensic standards while enabling scalable DevSecOps. Its
scope focuses on Docker/Kubernetes ecosystems, prioritizing lattice-based PQC for event authentication, decentralized
ledgers for CoC verification, and performance benchmarking against classical baselines, paving the way for hybrid PQC
adoption in production multi-cloud environments.

2. Materials and Methods

The proposed framework integrates CRYSTALS-Dilithium lattice-based signatures, zero-knowledge proof verification,
and blockchain-inspired provenance ledgers. The implementation uses a Go-based microservice architecture integrated
with libogs for post-quantum cryptographic operations. A simulated Kubernetes multi-cloud environment consisting of
3-10 nodes and 10,000 lifecycle events was used for experimental validation. Attack simulations included metadata
tampering, replay attacks, and quantum attack emulation based on Shor’s algorithm assumptions.
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Figure 1 illustrates a detailed 12-step process for secure container deployment using post-quantum cryptography.
Figure 2 simplifies this, showing high-level cross-cluster verification via a blockchain ledger.

3. Results and Discussion

Experimental results demonstrated that the framework achieved a tamper detection rate above 99.98%. Verification
latency remained below one second using optimized batch verification mechanisms. Although post-quantum signatures
increased computational overhead and proof size compared to classical systems, the framework maintained acceptable
scalability for enterprise environments. The integration of zero-knowledge proofs enhanced privacy preservation by
enabling verification without exposing sensitive operational metadata. The framework also demonstrated strong
compliance with GDPR principles and ISO/IEC 27037 forensic standards.

4., Conclusion

This study developed a quantum-resistant chain-of-custody framework for multi-provider container orchestration
systems. The integration of post-quantum cryptography, blockchain-backed provenance, and zero-knowledge
verification significantly strengthens forensic integrity and long-term evidentiary survivability. Despite moderate
computational overhead, the framework demonstrates strong feasibility and strategic importance for securing future
cloud-native infrastructures against quantum-capable adversaries.
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